/X appviewx

ADC+ Admin Guide

Version: 2022.1.0



Copyright AppViewX, Inc.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

This document may not be copied, disclosed, transferred, or modified without the prior written consent

of AppViewX, Inc. While all content is believed to be correct at the time of publication, it is provided as
general-purpose information. The content is subject to change without notice and is provided “as is” and
with no expressed or implied warranties whatsoever, including, but not limited to, a warranty for accuracy
made by AppViewX. The software described in this document is provided under written license only,
contains valuable trade secrets and proprietary information, and is protected by the copyright laws of the
United States and other countries. Unauthorized use of software or its documentation can result in civil
damages and criminal prosecution.

Trademarks

The trademarks, logos, and service marks displayed in this manual are the property of AppViewX or other
third parties. Users are not permitted to use these marks without the prior written consent of AppViewX or

such third party which may own the mark.

External Reference Links

This product includes software developed by the CentOS Project (www.centos.org).
This product includes software developed by Red Hat, Inc. (www.redhat.com).

This product includes software developed by VMware, Inc. (www.vmware.com).

All other trademarks mentioned in this document are the property of their respective owners.

Contact Information
AppViewX, Inc.

222 Broadway, FL 19

New York, NY 10038
Email: info@appviewx.com

Web: www.appviewx.com


https://www.centos.org/
https://www.redhat.com/en
https://www.vmware.com/in.html
http://www.appviewx.com/

Contents

L ] 7= Lot O PR PP PP 8
REVISION HISTOIY ...ttt e bt e e e et e e e e et b e e e e et et e e e e anbb e e e e e eneene 8
ADOUL the DOCUMENTALION. ......eiiiiiiiiiie ittt ettt e et e e s st e e s e e e s nnnr e e e e s nannneeas 8

(O{gF=To] =T g I 1= 1 [0 ] = (=T o PSSR 9
OVBIVIBW. ..ttt ettt ettt oottt oo ook bttt e e 4k ket ee e oa kb et e e o4k b et e e e e oAb b et e e e 4 aa b b e e e e e ek be e e e e s anbbeeeeeannbneeeenn 9
SUPPOITEA WED BIOWSEIS....ciiiiiiiiii ittt ettt et e e e e e e e e e s b b bbbttt e et e e e e e e s aaannbbabaeeeeaaaeeeaasaannnnes 9

Chapter 2. Discover/Onboard an ADC DEVICE......cuuiiiiieiiii ittt e e e e s e r e e e e e e e e s e s eeeeaeeas 11
Discover/Onboard an ADC DEVICE..........uuii ittt ettt ettt e e e s bbb e e s aanree s 11
Vendor Specific Discover/ONnboard ADC DEVICE..........coiuuuiiiiiiiiiiaee ettt e e e e 15

N TP PO PPPPT PP PRPPIN 16
Y PP SRSPRPPP 21
F Yz Ly £ =L P TP UPPRPP P 26
AMAZON ELB...... e 28
0] (@ 1SRRI 32
(O3 1ol o T PP PPPPPRPRPPPPPRR 35
O 1 PO PT PP 40
L TSR PPPPPPPRRIN 45
L VY (0| TP P TR PP PP PPPPPPPPPPRTTON 50
101 0] =] o) PRSP R PR PPRR PRSI 54
INGINXPIUS. ..ttt e ookttt e e e a bbb et e o4k bbb et e e s bbbt e e e s anbbe e e e e asbb e e e e s annnneee s 58

Chapter 3. INVENTOIY ACTIONS ...ttt e ettt e e e e e e e s e e e bbb be et e e e e e e e e e e s aaannbbnbeeeeeeas 64
2T (0] (I 2o 10 = 7= 1 PSR 64
DEIEtiNG ADC DEVICE(S)++eteeeiuttieeetitietee e ittt e e e sttt e e e rb et e e e st b et e e e e sabb et e e e s ek bb e e e e e aabbeeeeesaabaeeeeesbbaeeeesanes 65
[ a] oo ] 4 A BTV (o L PP UUPTPT T PPPPP 66
EXPOrt DEVICE DELAIIS. .. .ceiiiieeiii ittt e e e e e e e e ae e e s e e s et r e e eraaaeeeeeeannnnne 66
Manage and UNManage DEVICES. ........couiuiiiiiiiiiiiee ettt ettt e et e e e et e e e e snbee e e e e e 67

Validating the Unmanage ACliON............uuuiiiiiiiiiiae ettt e e e e e e e e e s ereeeeeeas 68



Validating the Manage GCHION. ...........uuiiiiiiii e 68

(0] o1 T 1 (o o USRI 69
Validating the Config fEtCh ACION...........cociiiiiiii e 69
Generate and Download an iHealth REPOIT.........oocuuiiiiiiiiiiie e 69
Selecting INVENTOIY COIUMNS. .....oiiiiiiie et e et e e e e e e b e e e e e 72
Validating the ColUMN SEIECHION.........uuiiiiiiiieie e e e e e e e e e s 73

(= (o[ 0 F= 1 iTo T FO P TP EP PO PR 73

(O =T o] =T T B LoV o I €] o 11 | o F PP ETUPUR T T 75
D)V o= I €] (o TUT o Ao Lo [ 1o ] o 1 SRR 75
Device Group MOIfICALION. .......ciiuiiiiei ittt s st e e e s et e e e e e snebeas 76
DEVICE GrOUP DEIBLION. ...ttt ettt e e e e e e e e ettt e e e e e e e e e e e e s nnnbeeeeeaeaaaaens 77
ASSIGN 8 DEVICE 10 GIOUP(S) eeeteeeeeeiiiiiiiitiitieeetee e e e e s ie ittt taeeeeeeaeeesasssataabaaareeeaaaeesssaasnrasrareeeeeeeeesesanns 77
ASSIGN/UNASSIGN TBVICES. .....ieeiiiee ittt et e e e sttt e e e e sttt e e s e ab bt e e e e anbbe e e e s e nnbbeeeeennneee 78
Unassign a Device frOM GrOUP(S). ... e aaouuureeeeeeteetae et e e ittt e e e e e e e e e s st e et e e e eaaaeaesaaannnbsbeeeeeeeaaaaaeas 79
Chapter 5. BACKUP @Nd FESTOME.......ii i iiiiiiiiiiee et e e e e e s e s st e e e e e e e e e e e s s e aatberaereeeaeeeesesannnnes 81
BACKUP 8NGO RESIOTE.... ettt ettt e e s s bbbt e e e s st b et e e e e st bb e e e e e anbbeeeeenaae 81
Vendors Supported in AppViewX for BaCKUP.........ooooiii e 81
ConfiguriNg DEVICE BACKUP.....ceiiiieeeiiiii ittt et e e e e e e s e e st e e e e e e e e e e s e s sa bbb be e e e e eaaaeeesssaaastanrereereeaaaaeas 81
RESLOIE frOM BaCKUP. ...ccoi ittt st s et e e e e e bbb e e e e aneees 84
Restore Device/Object with the Backup Generated............ccccooviieiiiiiiiiieiiiiiiieee e 85
Configuring BaCKUP SEINGS....coiiiii it e e e e e e e e e e e e e e e s s s s saan b e rrrreeaeaeaeeeas 89
Configuring the Maximum Number of Archives Saved...........cocccviiiiiiiiii e 90

Archive Setting CUSTOMIZATION. ........ciiiiiiiiiie ettt e e e e ab e e e e 90
(000 1o 0T LT == Vol (U o TSR 92
Comparing Between Two Backup GENEIated..........ccuuiiiiiiiiiiieiiiiiie et 92
Chapter 6. Role Based ACCESS CONIOL..uuui it e e e e e e e e e e e annenees 97
[d S @R o] o1 i{e (U= 1170 ] o USSP 97
Simplified RBAC Configuration in APPVIEWX.......cciiiiiiiiiiiiiiiee sttt e e 97

Accessing QUICK CONTIG OPTION. ......uuiiiiiiiiiie ettt e e e e b e e e anbee e e e e e 98



Ways to Access Quick Config WIzard FIOW.........cueuiiiiiiiiiiii e 98

AUTNENTICATION. ...ttt e e ettt e e e st et e e e s sa b et e e e ekt e e e e e e aabb e e e e e aanbreeeeeaae 98
I PP 99
I O 3 TP PPRRRRTP 102
(O =T o] (=T S A o] o 4 g ] B @2 =T o | 1= SR T U TP PPPRRTPTR 105
OVBIVIBW. ..ttt ettt ettt e ke ekt e ook bt e ek bt e ook R et e 4a b e e e ea b et o4k e e e eab e e e e ab b e e e bne e e anbe e e nnbe e e nnre e e anneeas 105
BEfOre YOU DBGIN. ..cciiiiiiiiii ettt e e e st b et e e s st b et e e e s sabb et e e e e bba e e e e e e 106
S TCT (o) T PP PP TP PP P OPPPPPON 106
Search UsiNg Free TeXt ENMIIES......cccuiiiiiiieeeec ettt e e e s st ee e e e e e e e e e s s s sanbanreeeeeeaeeas 107
Search Using Frequent Search LiNKS..........coooiiiiiiiiiiiii i 108
Search Using Predefined SEarch KEYS........coiouiiiiiiiiiiiii it 108
VieW the ODJECE DELAIIS. .....cciii i r e e e e e e e e e s s ar e e e e e aeeeeeeanans 111
FIEr The ODJECES. . eiiii ittt st e et e e e e e e e e eneeee 112
INFFASIFUCTUIE WIBW. ..ceiiiitiiie ettt ettt e e e ekt e e s st et e e e skt e e e e e e st e e e e e s anbneeeeeaae 112
View Additional Details of Search RESUILS..........ceiiiiiiiiiiiei e 115
TOPOIOGY VIBW...ceiiiiiiiiie ettt ettt e et e e s et e e e e et e e e s nb b b e e s e abbe e e e e enbeeas 115
BOOKIMAIKS. ...ttt ettt ettt e e e a et e e e o b et e e e aa b b et e e e ek e e e e e s b b e e e e e e anbnr e e e e e 118
Create @ BOOKIMAIK..........oiiiiiiiiiiie et e e e anne e 118
Delete BOOKMAIK......ciitiiiieei ittt et e e et e e s et e e e s e bb e e e e enabe e e e e eneeee 120
Filter ADC SEarCh RESUILS........cooiiiiiiiie ittt e e e e e b e ee e e 121
EXPOrt SEAICH RESUILS....uuiiiiiii et e e e e e e e e e e e e e e e e e e e e s s e sanberarereaeaeeeaaaanans 122
(@]70] 4 F= T a I @ o] =Tt - F SRR PPU PR 123
USING Orphan KEYWOId. ........eeeiiiiiae ittt e e e e e e e e e et e e e e e e e e e e e e s s neneeeeeeeas 123
Using Orphan ODBJECES BULLOM..........uuiiiiieieeei ittt e e e e e e s s s st e e e e e ee e e e e s sssannraaaeeeeaaaeaeseesnns 124
RIGNt ClICK ACHIONS. ... .eeiiiii et e et e e s s b e e e e s aeees 124
Executing From APPHCALION VIBW.........uuiiiiiiieeeiee et a e ee e e e e e e e s 125
Executing From INfrasStrUCtUIE VIEW.........cooiiiiiiiiiiiiie ettt e e e e e e e e e e e e anns 126
Executing From TOPOIOGY VIBW.....coiuiiiiiiiiiiiie ettt e e st e e e sebaeeeeeane 127

Ao [0 £ F= TSR 129



Chapter 8. Configuring DashDOArd..........cueviiiiiiii e 133

1] (o] (Yo 1U I o= 1 o PR TR 133
Default DASNDOAIT. ........ccoiiiiiiii e 134
Create a Dashboard/WIAGEL...........coiuuiiiiiiiie et e s ebbeee s 138
F Yo (o AV To [0 1] £ PR ET PRSPPI 140
Py o] o] o2z tuTo] g IRV oAV 1Y T Lo =Y U 141
Traffic StatiStICS WILGEL.......eiiiiiiieiii e saaaee s 147
SCriPt EXECULION WILGET. ...ttt et e e b e e e 149
Traffic Grid WIAQEL. .. ..ot e e e e e e e e e e s e et e e e e e e e e eeeeessanannreneeees 151
Class Management WILGEL.........coiuuiiiiiiiiiie et nan e e e e 158
DASNDOAIT ACHONS. ....eeiiiteiiee ettt ettt e e ekttt e e e bbbt e s e s bbbt e e e s s bt e e e aanb e et e e s annnneeas 164
Sharing @ DAShDOAIU. ........cciiiiiiiiii e e e e e e e e e s e s st a e e e e eaaeaeas 164
Delete @ DaShBDOAId...........ooiiiiiiii e 165
SAVE @ WILGEL. ...ttt et e e e skt e e e ekt e e e e e e e e ares 165
Rename a DashDOAId..........ocuiiiiiiiii e e 166

F N [To o AV To [ 1= S PO PPRR 166
1] 11 0T L OO PPPPPPOPPPIN 167

F T 1Y =T =T =T 0 1T o | RPN 168
BEfOre YOU DBGIN. ...ciiiiiiiiii ettt 169
Create AN ADC AlBIT...... oo et e e 169
Create @ SYSIOQ AlBIM.....uuieeiiiiie e e e e e e e e s e et e e e e e e e a e —raaaaaas 171
Change @lErt SEIINGS. . ..oiiieiiie ittt e ettt e e st e e e s abb e e e s annnee s 174

[D2] 1T gV =1 (=T £ PP PUPRURTT 175
(O{gF-T o] (=T ae ISV A] (=T o g S T=Y 1 ] o Yo R 177
(Do Tof ST = 1 1] o o TR PP 177
Configuring Device SPECIfICALION. ........c.uuiiieiiiiiie ittt 177
Configuring SYSIOg PUIge LIMIt.......ueeeiiiieiii e e e e s s e e e e e e e e e e e e eanns 178
Configuring SCHPt EXECULION.........uiiiiiiiiiii et seaeee s 179

COoNfIGUIING DEVICE SYINC.....eeiiiiiiiiiiieiiiie ettt ettt et e e s et e et e e anbr e e e e s anneeeas 179



10 o] [=Tod B ST= 1] o - TP PO PP PP PTPPRPRN 180

Configuring ACHION SETIINGS. . ..ciiutieiiee ittt e e e nnneeees 181
Configuring Object Naming FOIMAL............uuiiiiiiiieiiiiiiiiiiee e e s e e e e e e e s s e ssneeraeeeeees 182
Configuration Drift STOrage LiMit........coooueeeiiiiiiiiiies e 182
Configuring F5 iHealth REPOI SEtHNQS. ... ccuiiii it e e e e e e 183
Configuring StatiStiCS COlECHON. .........iiei i e e r e e e e e e e s e e arnrrereeees 184

Chapter 10. Schedulers USed DY ADCH......cioiiiiiiie et s e s et ae e e e e earae e e e e enneeas 187



Preface

Revision History

Revision Description

1.0 Initial release of document for Release 2022.1.0 FP2. December 2022

About the Documentation

This guide explains the procedures for setting up and managing ADC+ administrative functionality.
Documentation Conventions

This section defines the Notice icon and text convention used in this guide.

Notice Icons

Convention Description

Note Indicates readers to take note. Notes contain helpful suggestions or
references to material not covered in the document.

Tip Indicates readers that they can save time by performing the action
described in the paragraph affixed to this icon.

Warning Indicates readers that they can save time by performing the action
described in the paragraph affixed to this icon.

Best Practice Alerts readers to a recommended use or implementation.

Audience

This document is intended for,

* Application teams

» Network Operations (NetOps)
* NetDevOps

« Traffic Management

» Automation and DevOps



Chapter 1: Getting Started

« Qverview

« Supported Web Browsers

Overview

Use this guide to set up and manage ADC+ administrative functionality. Also learn about the new features
and capabilities that make it easier for you to configure and administer your ADC+ deployment. Setup

of the AppViewX Cloud Connector is necessary to enable the connectivity between AppViewX Cloud

and the Enterprise Network. For AppViewX SaaS deployment, refer to AppViewX Cloud Connector User
Guide. The documents helps to configure below functionalities:

» AppViewX provides App centric visibility of your ADC infrastructure in a single window.

 Onboard the supported ADC vendor devices (Hardware, Cloud and Software) into the AppViewX
inventory using the IP Address/FQDN.

* Helps to configure credentials and Discover the Applications/Objects along with its configuration that
are hosted on the devices. The Discovered Applications can be accessed within the product.

- Steps to configure the access control policies to access devices and its application objects. The
AppViewX Platform applies granular access control to application objects, certificates and configuration
templates.

 Explains possible Search engine patterns that allows to look for any application and also visualize the
topological view starting from the Global load balancer to the end server. This provides the network
teams visibility into the infrastructure to troubleshoot application-related issues faster.

« Steps to configure dashboard to monitor Application health, state, status, utilization and performance
through pre built dashboards. Monitor and Manage Application Traffic through Custom Dashboards and
Widgets that allows Traffic routing, Monitor live traffic and Distributes traffic ratio across data centers.

« Steps to manage network configuration by automating the backups, track and report network changes
and ensure they are compliant with the defined policies.

+ Helps to understand/configure the Settings to periodically monitor your Application Services or Devices
to get notified of any critical changes via alerting module.

Supported Web Browsers


https://helpcenter.appviewx.com/techdoc/index?GuideSearch%5Bversion_id%5D=38&GuideSearch%5Bproduct_id%5D=23&guide_html=2022.1.0/CLMaaS/Appviewx%20Cloud%20Connector%20User%20Guide/webhelp-responsive/oxy_ex-3/CERT%20Guides/CERT%20User%20Guide/copyright_appviewx_inc.html&guide_pdf=2022.1.0/CLMaaS/Appviewx%20Cloud%20Connector%20User%20Guide/clmaas_appviewx_cloud_connector_user_guide.pdf
https://helpcenter.appviewx.com/techdoc/index?GuideSearch%5Bversion_id%5D=38&GuideSearch%5Bproduct_id%5D=23&guide_html=2022.1.0/CLMaaS/Appviewx%20Cloud%20Connector%20User%20Guide/webhelp-responsive/oxy_ex-3/CERT%20Guides/CERT%20User%20Guide/copyright_appviewx_inc.html&guide_pdf=2022.1.0/CLMaaS/Appviewx%20Cloud%20Connector%20User%20Guide/clmaas_appviewx_cloud_connector_user_guide.pdf
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Getting Started

Browser Version Notes
Firefox Till latest ( Version
84.0.4147.135)
Chrome Till latest ( Version 80.0)
IE Limited support in 9, Full support | No support for IE9 post
from 10+ AppViewX Version 11.0
Safari Till latest (Windows - Version From AppViewX Version 11.1
5.1.7, macOS - Version 13.1.2)
Opera Till latest ( Version 70) From AppViewX Version 11.1
Device oS Resolution
Desktop Windows 1024 X 768 onwards, 1366x768,
1920x1080, Higher
Desktop Linux 1024 X 768 onwards, 1366x768,
1920x1080, Higher
Desktop Mac 1024 X 768 onwards, 1366x768,
1920x1080, Higher
iPad i0S 1024 X 768




Chapter 2: Discover/Onboard an ADC Device

 Discover/Onboard an ADC Device
« Vendor Specific Discover/Onboard ADC Device

Discover/Onboard an ADC Device

Onboard the supported ADC vendor devices (Hardware, Cloud, and Software) into the AppViewX
inventory using the IP Address/FQDN. AppViewX will initiate the communication using the provided
credentials and Discover the Applications/Objects along with their configuration that are hosted on the

devices. The Discovered Applications can be accessed within the product.

After navigating to = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory, you can also add
devices under the DNS, WAF, or Others tab. Under the following tabs,

* DNS - add a device to integrate it with the DNS and this integration can be used in the ADC automation
workflow.

* Others - add Bluecat, infoblox, etc., devices and used in ADC automation workflow.

* WAF - add a device to identify the vulnerability for the device using ADC automation workflow.

For vendor-specific device addition, refer to Discover/Onboard ADC Device for Vendor.

To onboard a device into Device Inventory,

1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
By default, the ADC tab opens.

2. In the ADC tab, click add | ™ | button located upper right corner.

Marme Syne groupeluiter | FOON [ IP address Farl Wende Wizduled Duata eeriter Obgect eount

The Add page appears.
3. Enter or select the field information in the General Information section.
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Discover/Onboard an ADC Device

Device details.  Devece group

Vansss General information

V3B
=

N s

L]

= Infobion Credentials @

The following table provides the field description for adding ADC device details in the General

Information page:

Field Description

*Modules Select one of the following or both for ADC device in AppViewX:

* GSLB - Global Server Load Balancing is the process of distributing application
traffic among a large number of connected servers available across the world at
multiple geographic locations.

» SLB - Server load balancing distributes traffic locally from GSLBs to appropriate

servers to ensure consistent, high-performance application delivery.

Based on this module selection, the respective configuration of the device will be
fetched into AppViewX.

*Device name | Unique custom identifier of your device.

Data center The data center on which the device has been hosted. Select a Datacenter from
the drop-down list or enter a data center name.

Communication | The communication mode that ADC devices can be added to AppViewX. The

possible communication modes are:

 IP Address - The IP Address can be IPV4 and it can be either management IP
or Self IP of the ADC device. By default, the IP address has been selected.

* FQDN - On adding the device with FQDN, it will be resolved to an IP address
and communication to the device will be made through it. If the FQDN is




Discover/Onboard an ADC Device

Field Description

resolved to more than one device IP, AppViewX will choose a random IP for
communication.
« Port - A custom-enabled port of the Device, through which the communication

will happen from AppViewX.

*IP address/ Enter the IP address or FQDN based on the selected communication mode.
FQDN
Cert sync Provision to discover and manage the SSL certificates from the ADC devices. The

possible Cert syncs are:

» Managed - All SSL certificates will be discovered and added to AppViewX
certificate inventory and used for certificate lifecycle management like renew,
revoke, etc.

» Monitored - All SSL certificates will be discovered and will not have any CA-
related communication.

* Ignored - No SSL certificates will be discovered from the ADC device.

AppViewX Select this checkbox to enable the group sync. AppViewX Group Sync ensures
group sync configurations are in sync between active/primary and secondary/failover devices.

This sync interval can be configured at AppViewX's System Settings page.

-
Note: The asterisk (*) symbol indicates mandatory fields.
N /

4. Enter or select the field information in the Credentials section:

Credentials
[

* Credential type Manual Entry w

* Username
* Password

Enable password

The following table provides the field description for adding ADC device details in the Credentials

page:
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Field Description

*Credential | Credentials can be manually provided or stored as a one-time entry onto the credential
type library and referred at the time of device addition. Select one of the following credential
types from the drop-down list:
» Manual Entry - The user name and password of the device need to be entered with
device details. By default, the Manual Entry option is selected.
« AppViewX Credential List - The user name and password can be added to the
List and that entry can be referred to during device addition. The credential lists are

integrated within AppViewX application for the secured authentication. The available
credential lists are:

* AppViewX

» CyberArk

* Thycotic Secret
» HashiCorp

To create a credential list, see Creating Credential List in the Platform User Guide.

*Username [ Username for the ADC device when you select the Manual Entry credential type.

*Password [ Valid password for the ADC device when you select the Manual Entry credential type.

Note: Use strong passwords for secure device communication. Your
Passwords can be of any length with a combination of alpha-numerical,
symbols, and special characters.

Enable For the AppViewX Credential List credential type, select your credential list with a
password |CYBERARK username and app ID from the dropdown list.

(o
Note: The asterisk (*) symbol indicates mandatory fields.
N /

5. Enter or select the field information in the Secondary device information section as follows:

Secondary device information

Secondary / Failover/ @) Auto detect Manual entry
Sync group lgnore




Discover/Onboard an ADC Device

 Auto-Detect - This option will automatically detect the corresponding secondary devices and add it

as a new entry into AppViewX inventory using the Primary device’s credential.

» Manual Entry - This selection will enable you to manually add Secondary devices with a Sync-group
name entered for reference. This name will be used to identify the pairs in the inventory. Follow

similar steps.

« Ignore - This option can be enabled if you need to ignore the detection of the secondary device

associated with the current device.

( Note:

« In a typical network configuration, Application traffic will be handled by multiple ADC

devices for ensuring the high availability of the application. This distribution of ADC servers
will be meaningful during any disaster recovery and avoid a single point of failure. To
achieve this, multiple ADC devices will be configured in Active/Standby or in failover
groups. In this grouping, one ADC device will be serving the traffic and the rest of the
devices in the group will act as a backup in case of a failure. The configuration will be in
sync between these devices. At the same time, devices in a sync group can be in active-
active mode also. You can manage one or more such Secondary devices (Failover/Standby

devices) in inventory.

* By clicking the Add button, multiple devices can be added as secondary devices and all the
devices will be available in the grid.
« By managing the Primary and Secondary devices in AppViewX during the device flips, traffic

routing and management can be seamlessly handled in AppViewX.
N /

6. Click the Save button to add an ADC device.

- ™
Note:
« To discard the changes, click the Cancel button. Note: Repeat the same steps to add more
ADC device(s).
* Repeatt tthe same stteps tto add morre ADC devviice(s).
. J

 Discover/Onboard an ADC Device

» Vendor Specific Discover/Onboard ADC Device

Vendor Specific Discover/Onboard ADC Device
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* Al10

* AVI

» Akamai

* Amazon ELB
« BiglQ

« Cisco

« Citrix

*F5

* HAProxy

* InfoBlox

* NginxPlus

Al0

» Adding A10 Device
« Validating the A10 device addition

Adding A10 Device
To add A10 device,

1. Log in to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

Discover/Onboard an ADC Device

* Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

ADC+ P
Q  search menu
ADC WAF DNS Firewall Switch Router Proxy Cloud
oll TRAFFIC MANAGEMENT I
Dashboards
App Search O  Name Sync group/c... FQDN/IPaddr... Port
0O  eAt0v4_SA 192.168.40.63 22
@ ASSETMANAGEMENT 0O e cCitrixv12.0 192.168.40.161 22
O eF5v13_SA 192.168.40.154 22

Onboard Device

o o 1to30f 3
HSM Others MDM Server
Status Vendor Modules Data cente
° A SLB,GSLB A10V4_SA
Managed A10
° SLB Virginia
Managed Citrix
° ® LT™M Absecon
Managed F5

>




Discover/Onboard an ADC Device

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select A10 from the left sidebar.

ADC+ Device :: ADC

Q  Search menu

Device details Device group
uﬂ[l TRAFFIC MANAGEMENT
Dashboards Vendors General information
RreSeet |
- SLB GSLB

AVl Modules

ASSET MANAGEMENT * Device name
(f'\\ Akamai

=Y Data center
&) AmazonELB

Onboard Device

=
1 E BiglQ
CONFIG MANAGEMENT a Cisco Communication (@) IP address FQDN
Backup Configuration c Citrix * IP address
Restore Configuration @ F5 Certsync (@) Managed Monitored
5
Ignored
Compare Configuration
P 9 28 HAProxy
’ AppViewX group v/
© Infobl syne
=~ AUTOMATION os  [nioblox
Y Credentials

5. Enter or select the field information in the General information section.

General iInformation

* Modules SLB GSLEB

* Device name

Data center

Communication ® |P address FQDN
* IP address
Certsync @ Managed Maonitored Ignored

AppViewX group sync v

6. The following table provides the field description for adding ADC device details in the General
information section:
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Mandatory Description Validation
Module Check | Yes SLB/ GSLB Module. NA
box
Device name Text |Yes Unique name of the device | Device names can only contain
to be added. alphanumeric characters, '-',
U T, 1 and spaces.
Data center Text |No Datacenter name where the | Data center name can
device is configured. The only contain alphanumeric
default value is Absecon. characters, ', " ",
and spaces.
Communication | Radio | Yes Devices can be accessed NA
button using an IP address or
FQDN.
IP Address Text |Yes The ipv4 address of the The IP address should be in
device. the right format.
FQDN Text |Yes The FQDN of the device. the FQDN should be in a valid
format.
Cert Sync Radio | Yes Managed: NA
button The certificates of the
device can be managed.
Monitored:
The certificates of the
device can be monitored.
Ignored:
The certificate sync can be
ignored.
AppViewX Check | No This should be enabled if NA
Group Sync box the user wants to sync the

devices within the device

group.
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7. Enter or select the field information in the Credentials section. You can select Manual Entry or
Credential List.

Credentials

* Credential type

* Credential list

Enable password

Credential List - AppViewX ¥
5 v12 credential2 v
15_vlZ_credental2 ¥

8. The following table provides the field description for adding ADC device details in the Credentials

section:

Mandatory

Description

Validation

Credential
type

Dropdown

Yes

Manual entry:

The user should enter the username and
password.

Credentials

* Username

* Password

Enable password

* Credential type ~ Manual Entry v

Credential List:

The user can select the credential details
which are already stored in the credential
inventory page.

Secondary device information

Secondary / Failover/ (@) Auto detect Manual entry
Sync group ignore

NA
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Name Type Mandatory Description Validation

Username Text Yes If manual entry is selected, the user name NA
should be entered by the user.

Password Text Yes If manual entry is selected, the password NA
should be entered by the user.

Enable Text No Enable password of the A10 device. NA

password

9. Enter or select the field information in the Secondary device information section.

Secondary device information

Secondary / Failover/ (@) Auto detect Manual entry
Sync group \gnore

10. The following table provides the field description for adding ADC device details in the Secondary

device information section:

Type | Mandatory Description Validation

Secondary Radio | Yes Auto detect: NA
device button The user should select this option to auto-detect

information and add the peer devices in the inventory page.

Manual entry:

The user can use this option to add the peer

devices manually.
Ignore:

The user can use this option to ignore the auto-
detection of the peer devices.

11. Click Save.
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Validating the A10 device addition

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
2. Search the device name and validate whether the device is added successfully.

21

Onboard Device

ADC+ + L s () 1to1of 1
Q  search menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
ol0 TRAFFIC MANAGEMENT —
Dashboards
App Search O  Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O  eA10v4 SA 192.168.40.63 22 ] An SLB,GSLB A10V4_SA
Managed A10
@ ASSET MANAGEMENT >
« Adding AVI Device
« Validating the AVI Device Addition
Adding AVI Device
To add AVI device,
1. Login to the AppViewX application with valid credentials.
2. Goto = Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:
» Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.
£ B s ) 1t030f3
ol TRAFFIC MANAGEMENT ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O  eA10v4_SA 192.168.40.63 22 o A SLB,GSLB A10V4_SA
Managed A10
@ ASSET MANAGEMENT O e Citrixv12.0 192.168.40.161 22 ] SLB Virginia
Managed Citrix
0O eF5v13_sA 192.168.40.154 22 ° @ LT™ Absecon
Managed F5

3

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select AVI from the left sidebar.
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Device :: ADC > Add

Device details Device group

u[][] TRAFFIC MANAGEMENT

Dashboards Vendors General information
App Search A’ A10
* Modules SLB GSLB
AVI
ASSET MANAGEMENT — * Device name
(ﬁ Akamai
@ AmazonELB Data center
Onboard Device Select from an existing list or enter a new
(@ BiglQ datacente
# CONFIG MANAGEMENT s Cisco Communication (@) IP address FQDN
Backup Configuration c Citrix * IP address
Restore Configuration @ F5 Certsync (@) Managed Monitored
Ignored
Compare Configuration
= & A28 HAProxy
Credentials
( - S
© automation s Infoblox

5. Enter or select the field information in the General information section.

General information

* Modules SLEB GSLB

* Device name

Data center

Communication ® |P address FQDN
* IP address
Certsync (@ Managed Monitored Ignored

6. The following table provides the field description for adding ADC device details in the General
information section:

Type | Mandatory Description Validation
Module Check| Yes SLB/ GSLB Module. NA
box
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Validation

The certificates of the
device can be managed.

Monitored:

The certificates of the
device can be discovered
and can only be monitored.

Ignored:

The certificate sync can be

ignored.

Device name |Text |Yes Unique name of the device |Device name can only contain

to be added. alphanumeric characters, -'," ',
VL, 1 and spaces.

Data center Text |No Datacenter name where the | Data center name can only
device is configured. The contain alphanumeric characters,
default value is Absecon. LU and spaces.

Communication [ Radio | Yes Devices can be accessed |NA

button using an IP address or
FQDN.

IP Address Text |Yes The ipv4 address of the The IP address should be in the
device. right format.

FQDN Text |[Yes The FQDN of the device. the FQDN should be in a valid

format.

Cert Sync Radio | Yes Managed: NA

button

7. Enter or select the field information in the Credentials section.
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Credentials

* Credential type Credential List - App\ViewX r
* Credential list 15_v12_credential2 r
Enable password 15 v12 credential? v

8. The following table provides the field description for adding ADC device details in the Credentials

24

section:
Mandatory Description Validation
Credential Dropdown | Yes Manual entry: NA
type The user should enter the username and
password.
Credentials
* Credential type ~ Manual Entry v
* Username
* Password
Enable password

Credential List:

The user can select the credential details
which are already stored in the credential

inventory page.

Credentials
* Credential type ~ Credential List - AppViewX v
* Credential list ~ Defautt v
Enable password ~ ---Select--- v
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Mandatory Description Validation

Username Text Yes If manual entry is selected, the user name NA
should be entered by the user.

Password Text Yes If manual entry is selected, the password NA
should be entered by the user.

Enable Text No Enable password of the A10 device. NA
password

9. Enter or select the field information in the Secondary device information section.

Secondary device information

Secondary / Failover/ (@) Auto detect Manual entry
Sync group
Ignore

10. The following table provides the field description for adding ADC device details in the Secondary
device information section:

Name Type | Mandatory Description Validation
Secondary Radio | Yes Auto detect: NA
device button The user should select this option to auto-detect
information and add the peer devices in the inventory page.

Manual entry:
The user can use this option to add the peer
devices manually.
Ignore:
The user can use this option to ignore the auto-
detection of the peer devices.

11. Click Save.
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Validating the AVI Device Addition
After adding the device, you can validate the device by searching the device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
2. Search the device name and validate whether the device is added successfully.

+ £ B < Q| E 1303
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
AVI_vi8
Name Sync groupl/cluster FQDN I IP address Vendor Modules Object count Version
192.168.142.23 AVI_V1i8 192.168.142.23 F\V\ SLB,GSLB 2 Virtual Services, 1 18.2.2 build 9224
192.168.142.25 AVI V18 BAvi SLB,GSLB 2 Virtual Services, 1. 18.2.2 build 9224
® AVI_Vi8 AVI_V18 AV\ SLB,GSLB 23 Virtual Services, 18.2.2 build 9224
0

Akamai

» Adding Akamai Device

« Validating the Akamai Device Addition

Adding Akamai Device

To add Akamai device,

1. Log in to the AppViewX application with valid credentials.

2.Goto — Menu > ADC+ > ASSET MANAGEMENT
3. Perform any of the following:

* Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

ADC* [+] L 4 O B 1303
Q  Search menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
oll TRAFFIC MANAGEMENT -
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O  eA10v4_SA 192.168.40.63 22 o A SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT O e Citrixv12.0 192.168.40.161 22 o c SLB Virginia
Managed Citrix
O eF5v13_SA 192.168.40.154 22 o @ L™ Absecon
Managed F5

Onboard Device

>

* Click Onboard Device in the left navigation panel.
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4. In the Device details page, select Akamai from the left sidebar.

uﬂl] TRAFFIC MANAGEMENT

Dashboards

App Search

ASSET MANAGEMENT

Onboard Device

Device details

[ Device :: ADC > Ad

Vendors

Al

A10

AVI

Device group

General information

* Device name

@G Akemai | Credentials

@ AmazonELB

* Client token

(‘gj BiglQ
* Client secret
& CONFIG MANAGEMENT Al Cisco
* Access token
Backup Configuration c Citrix
Restore Configuration @ F5 ’ URL/(SSM;”YS‘I)
Compare Configuration 98 HAProxy
@ AUTOMATION "; Infoblox m Cancel
5. Enter the required details for the device addition.

Name |[Type|Mandatory Description Validation
*Device | Text |Yes Unique name of the | Device name can only contain alphanumeric
name device to be added. |characters,'-'," ',"", "™ |', """ and spaces.
*Client | Text [Yes Client token of the NA
token Akamai device.

*Client | Text |Yes Client secret of the NA
secret Akamai device.
*Access | Text |Yes Access token of the | NA
token device.
*URL Text |Yes Valid URL of the NA
Akamai device.
6. Click Save.

Validating the Akamai Device Addition

After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.

2. Search the device name and validate whether the device is added successfully.
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+ £
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
20.44.10.45
. Name FQDN [ IP address Vendor Modules Object count
20.44.10.45 (_‘_ Akamai GTM
Amazon ELB

» Adding Amazon ELB
« Validating the Amazon ELB Device Addition

Adding Amazon ELB

To add Amazon ELB,

1. Login to the AppViewX application with valid credentials.

2.Goto = Menu >ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

* Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

ADCY [+] L B o4 o 1t030f3
Q Search menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
ol) TRAFFIC MANAGEMENT
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O  eA10v4_SA 192.168.40.63 22 o Al SLB,GSLB A10V4_SA
Managed A10
@ ASSET MANAGEMENT O e Citrixv12.0 192.168.40.161 22 ] SLB Virginia
Managed Citrix
O  eF5v13 sA 192.168.40.154 22 ° [€5) L™ Absecon
Managed F5

Onboard Device

3

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select Amazon ELB from the left sidebar.
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ADC+ [N Device :: ADC > Ad
Q  Search men
Device details Device group

uﬂl] TRAFFIC MANAGEMENT

Vendors

Dashboards Basic information
App Search Aw’ A10
AVl * Account name
ASSET MANAGEMENT . A t
@ AmazonELB | Device description
Onboard Device
(é Bigla
& CONFIG MANAGEMENT b Cisco
Certsync (@) Managed Monitored
Backup Configuration c Citrix Ignored
Restore Configuration @ F5 Credentials
Compare Configuration
i ¢ 28, HAProxy
— * Credential type Manual Entry v
Q) 33
‘< AUTOMATION & Infoblox

* Access key id
FeS iy

5. Enter or select the field information in the Basic information section.

Basic information

* Account name
* Account number

Device description

Certsync (@) Managed Monitored
Ignored

6. The following table provides the field description for adding ADC device details in the Basic
information section:

Mandatory Description Validation

Account Text Yes The account name of the AmazonELB device. NA
name
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Mandatory Description Validation
Account Text Yes Account number of the AmazonEB device. Numbers
number only.
Device Text No Description about the AmazonELB account. NA
description
Cert Sync |Radio |Yes Managed: NA
button

The certificates of the device can be managed.
Monitored:

The certificates of the device can be discovered
and can only be monitored.

Ignored:

The certificate sync can be ignored.

7. Enter or select the field information in the Credentials section. You can select Manual Entry or
Credentials List.

Credentials

* Credential type Manual Entry v
* Access key id

* Secret access key

8. The following table provides the field description for adding ADC device details in the Credentials

section:
Mandatory Description Validation
Credential Dropdown |Yes Manual entry: The user should enter the NA
type Access key ID and Secret access key.
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Name Type Mandatory Description Validation

Credentials

* Credential type | Manual Entry v
* Access key id

* Secret access key

Credential List: The user can select the
credential details which are already stored in

the credential inventory page.

Credentials
* Credentialtype ~ Credential List - CyberArk v
* Credential list ~ None v
Access key | Text Yes Access key id of the AmazonELB device. NA
id *
Secret Text Yes Secret access key of the AmazonELB device. | NA

access key *

9. Enter or select the field information in the Key information section.

Key information

* Service region AWS GovCloud (US) -

10. The following table provides the field description for adding ADC device details in the Key information
section:
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Mandatory Description

Validation

Service region * | Dropdown

Yes ‘ Service region of the AmazonELB device. | NA

11. Click Save.

Validating the Amazon ELB Device Addition

After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.

2. Search the device name and validate whether the device is added successfully.

ce 2 ADC + el [HEIES B 1to20f2
ADC Server DNS Firewall WAF Switch Router Proxy Cloud HSM Others MDM
Name Sync groupfcluster  FQDN / IP address Port Vendor Modules Data center Object count
@ 192.168.40.214 HA_sync 192.168.40.214 22 @ F5 LTM,BIG-IP DNS 28 Wide Ips,214 Virt.
gs-f5-pe109.lab.appviews.net HA_sync 192.168.40.151 22 ®Fs LTM,BIG-IP DNS 0 Wide Ips,214 Virtu
»

 Adding BigIQ Device
« Validating the BiglQ Device Addition

Adding BiglQ Device
To add BiglQ device,

1. Login to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

* Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.
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[+] £ S O B 10303
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
oll TRAFFIC MANAGEMENT
Dashboards
App Search O  Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
0O  eA10v4_SA 192.168.40.63 22 o A SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT 0O e cCitrixv12.0 192.168.40.161 2 ° [} SLB Virginia
Managed Citrix
0O eF5v13.sA 192.168.40.154 22 © ® LT™ Absecon
Managed F5

Onboard Device

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select BiglQ from the left sidebar.

Device :: ADC >
Q N menu

Device details Device group
oll TRAFFIC MANAGEMENT

Dashboards Vendors General information
App Search Am A10

AVI * Device name
ASSET MANAGEMENT (\: o * P address

@ AmazonELB Data center

Onboard Device

{ @ BiglQ |
CONFIG MANAGEMENT U Cisco Credentials
Backup Configuration c Citrix
5 * Credential t) M: | Ent
Restore Configuration redential type anual Entry e
* Username
Compare Configuration
= L 28 HAProxy
Infobl * Password
AUTOMATION o niobiox
%6 niinunl

5. Enter or select the field information in the General information section.

General information

* Device name

* |P address

Data center

I or enler a new datacemnter

I~
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6. The following table provides the field description for adding ADC device details in the General

information section:

Name |Type |Mandatory Description Validation
*Device | Text | Yes Unique name of the device to | Device name can only contain
name be added. alphanumeric characters, -'," ', "',
* ", 1" and spaces.

*IP Text | Yes IP Address of the BigIQ IP address should be in IPv4 format.

Address device.

Data Text |No Datacenter name where the Data center name can only contain

center device is configured. Default alphanumeric characters, -'," ', "',
value is Absecon. =t and spaces.

7. Enter or select the field information in the Credentials section. You can select Manual Entry or

Credentials List.

Credentials

* Credential type

* Credential list

Credential List - CyberArk %

None ~

8. The following table provides the field description for adding ADC device details in the Credentials

section:

Name

*Credential
type

Type

Dropdow!

Mandatory

nYes

Description Validation

Manual entry: The user should enter the NA
username and password.

Credentials

* Credentialtype ~ Manual Eniry v
* Username

* Password
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Name Type | Mandatory Description Validation
Credential List: The user can select the
credential details which are already stored in
the credential inventory page.
Credentials
* Credential type ~ Credential List - GyberArk
* Credentiallist ~ None
*Username Text Yes Username of the BiglQ device. NA
*Password Text Yes Password of the BiglQ device. NA
9. Click Save.

Validating the BiglQ Device Addition

After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.

2. Search the device name and validate whether the device is added successfully.

+ £ X O B 1wl
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
Name FQDN | IP address Vendor Modules Object count Version Status Report
® BiglQ_Device 192.168.41.23 (& BigiQ LTM 36 VinualServers 5.1.0 © Managed
»

« Adding Cisco Device
« Validating the Cisco Device Addition
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Adding Cisco Device

To add Cisco device,

1. Log in to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

« Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

ADCx [+]a [» & O B 10303
Q  Search menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
oll TRAFFIC MANAGEMENT
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O  eA10v4_SA 192.168.40.63 22 o A SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT O e Citrixv12.0 192.168.40.161 22 (] SLB Virginia
g
Managed Citrix
O eF5v13 SA 192.168.40.154 22 ] [€5) LT™M Absecon
Managed F5

Onboard Device >

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select Cisco from the left sidebar.

ADC+ Device :: ADC
Q  Search menu
Device details Device group
oll TRAFFIC MANAGEMENT
Dashboards Vendors General information
App Search Aw A10
AVl * Modules SLB
ASSET MANAGEMENT _ * Device name
(R Akamai
@ AmazonELB IP address
Onboard Device
N R Data center
‘Q BiglQ
& CONFIG MANAGEMENT
Backup Configuration c Citrix Certsync (@) Managed Monitored
Ignored
Rest i i
estore Configuration @ F5
Compare Configuration Credentials
72 HAProxy
(:9 AUTOMATION 23 Infoblax * Credential type Manual Entry v

5. Enter or select the field information in the General information section.
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* Modules

General information

* Device name

* |P address

Data center

Cert sync

SLB
Select from an existing list or enter a new datacenter
® Managed Monitored

Ignored

6. The following table provides the field description for adding ADC device details in the General

information section:

Name | Type [Mandatory Description Validation
*Module | Check | Yes SLB Module. NA
box
*Device |Text |Yes Unique name of the device to | Device hame can only contain
name be added. alphanumeric characters, ', "' ', ".",
", """ and spaces.
*IP Text |Yes IP Address of the BiglQ device. | IP address should be in IPv4 format.
Address
Data Text |No Datacenter name where the Data center name can only contain
center device is configured. The alphanumeric characters, '-', "' ', "',
default value is Absecon. * 1Y and spaces.
*Cert Radio |Yes Managed: NA
Sync button The certificates of the device
can be managed.
Monitored:
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Type | Mandatory Description Validation

The certificates of the device
can be discovered and can
only be monitored.

Ignored:

The certificate sync can be

ignored.

7. Enter or select the field information in the Credentials section. You can select Manual Entry or
Credentials List.

Credentials

* Credential type Manual Entry v
* Username

* Password

8. The following table provides the field description for adding ADC device details in the Credentials

section:;

Name Type | Mandatory Description Validation
*Credential DropdownYes Manual entry: The user should enter the NA
type username and password.

Credentials

* Credential type ~ Manual Entry v
* Username

* Password
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Mandatory Description Validation

Credential List: The user can select the
credential details which are already stored in
the credential inventory page.

Credentials

* Credential type | Credential List - GyberArk v

* Credential list ~ None v

*Username Text Yes Username of the Cisco device. NA

*Password Text Yes The password of the Cisco device. NA

9. Enter or select the field information in the Secondary device information section.

Secondary device information

Secondary / Failover/ (@) Auto detect Manual entry
Sync group

10. The following table provides the field description for adding ADC device details in the Secondary

device information section:

Name Type | Mandatory Description Validation

*Secondary Radio | Yes Auto detect: NA

device button The user should select this option to auto-detect

information and add the peer devices in the inventory.
Manual entry:
The user can use this option to add the peer
devices manually.

11. Click Save.
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Validating the Cisco Device Addition

After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
2. Search the device name and validate whether the device is added successfully.

+ £ & 5] lwlafl
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
Name Sync grouplcluster  FQDN I IP address Vendor Modules Object count Version Status
® Cisco_206.58 192.168.206.58 s Cisco SLB 20 Virual Servers build3.0(0)A5(3.0)a... @ Managed

Citrix
* Adding Citrix Device
« Validating the Citrix Device Addition

Adding Citrix Device

To add Citrix device,

1. Login to the AppViewX application with valid credentials.

2.Goto = Menu >ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

* Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

ADCx [+] £ s O Tto30f3
Q  Search menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
Duﬂ TRAFFIC MANAGEMENT
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O  eA10v4_SA 192.168.40.63 22 © A SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT O e Citrixv12.0 192.168.40.161 22 ) [ of SLB Virginia
Managed Citrix
O eF5v13_SA 192.168.40.154 22 o @ L™ Absecon
Managed F5

Onboard Device

»

* Click Onboard Device in the left navigation panel.
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4. In the Device details page, select Citrix from the left sidebar.

ADC+ = Device :: ADC
Q  Search menu

Device details Device group
uﬂﬂ TRAFFIC MANAGEMENT

Dashboards Vendors General information
App Search Aw A10
- SLB GSLB
AVl Modules
ASSET MANAGEMENT + Device name
(R Akamai
@ AmazonELB Data center
Onboard Device
{ @ BiglQ
& CONFIG MANAGEMENT A Gisco Communication (@) IP address FQDN
Restore Configuration @ F5 * SSH Port 22
Compare Configuration 98 HAProxy Certsync (@) Managed Monitored
_ Ignored
“:9 AUTOMATION s Infoblox .
Credentials

5. Enter or select the field information in the General information section.

General information

* Modules SLB GSLB
* Device name

Data center

Select from an existing list or enter a new datacenter
Communication ® |P address FQDN

* |P address

* SSH Port 22

Certsync (@ Managed Monitored
Ignored

6. The following table provides the field description for adding ADC device details in the General

information section:
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Name Type | Mandatory Description Validation
*Module Check | Yes SLB/ GSLB Module. NA
box
*Device name |Text |[Yes Unique name of the device [Device names can only contain
to be added. alphanumeric characters, '-',
U, 1 and spaces.
Data center Text |[No Datacenter name where Data center name can
the device is configured. only contain alphanumeric
The default value is characters, =", " ",
Absecon. and spaces.
*Communication | Radio | Yes Devices can be accessed |NA
button using an IP address or
FQDN.
*IP Address Text |Yes The ipv4 address of the The IP address should be in the
device. right format.
*FQDN Text |Yes The FQDN of the device. the FQDN should be in a valid
format.
*SSH Port Text |Yes Communication port of the | Numbers only.
device.
*Cert Sync Radio |Yes Managed: NA
button

The certificates of the

device can be managed.
Monitored:

The certificates of the
device can be monitored.

Ignored:

The certificate sync can be
ignored.

7. Enter or select the field information in the Credentials section. You can select Manual Entry or

Credentials List.
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Credentials

* Credential type Manual Entry v

* Username

* Password

8. The following table provides the field description for adding ADC device details in the Credentials

section:
Mandatory Description Validation
*Credential DropdownYes Manual entry: The user should enter the NA
type username and password.
Credentials
* Credential type ~ Manual Entry v
* Username
* Password

Credential List: The user can select the
credential details which are already stored in
the credential inventory page.

Credentials
* Credential type = Credential List - CyberArk v
* Credential list None v
*Username Text Yes The user name of the device. NA
*Password Text Yes The password of the device. NA
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9. Enter or select the field information in the Secondary device information section.

Secondary / Failover/ (@) Auto detect
Sync group

Secondary device information

Ilgnore

Manual entry

10. The following table provides the field description for adding ADC device details in the Secondary

device information section:

Name Type | Mandatory Description Validation
Secondary Radio | Yes Auto detect: NA
device button The user should select this option to auto-detect
information and add the peer devices in the inventory page.

Manual entry:
The user can use this option to add the peer
devices manually.
Ignore:
The user can use this option to ignore the auto-
detection of the peer devices.

11. Click Save.

Validating the Citrix Device Addition

After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.

2. Search the device name and validate whether the device is added successfully.
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+ Pl B S O B 1lwo2d2
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
Name Sync groupicluster  FQDN / IP address Vendor Modules Object count Version
® Citrix_4 Citrix_40.85 192.168.40.85 c Citrix SLB,GSLB 452 SLB Virtual Ser... 11.1 build 56.15.nc
o citrix_86.payoda Citrix_40.85 192.168.40.86 c Citrix SLB,GSLB 452 SLB Virtual Ser. 11.1 build 65.10.nc
>

F5

 Adding F5 Device
« Validating F5 Device Addition

Adding F5 Device

To add F5 device,

1. Login to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

» Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

&L B 4 O B 1to30f3
1 menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
D[][l TRAFFIC MANAGEMENT
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O e A10v4_SA 192.168.40.63 22 ° Awn SLB,GSLB A10V4_SA
Managed A10
(@ ASSETMANAGEMENT O e CitrixV12.0 192.168.40.161 22 ° [ SLB Virginia
Managed Citrix
O  eF5v13 sA 192.168.40.154 22 ° [€5) L™ Absecon
Managed F5

Onboard Device

3

* Click Onboard Device in the left navigation panel.

4. In the Device details page, click on the F5 icon.
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ADC+ Device :: ADC

Q  Search menu

Device details Device group

u[l[l TRAFFIC MANAGEMENT

Dashboards Vendors General information
App Search Awn A10
CMP Host
AVI v os
ASSET MANAGEMENT
. . LT™ BIG-IP DNS
(;.; Akamai Modules
@ AmazonELB VCMP Guest
Onboard Device X
‘é Bigla Device name
& CONFIG MANAGEMENT sl Cisco Data center
S om an existing list or enter a new
Backup Configuration c Citrix d er
Restore Configuration | Communication (@) IP address FQDN
Compare Configuration *
P: ) 98 HAProxy IP address
* SSHPort 22
>~ AUTOMATION s Infoblox
~o AL = Cart Y

5. Enter or select the field information in the General information section.

General information

vCMP Host

* Modules LTM BIG-IP DNS

vCMP Guest

* Device name

Data center

Ing LISt oF enter a new aatac

Communication (@) IP address FQDN

* |P address

* SSH Port 22

Cert sync ® Managed Monitored Ignored

AppViewX group sync |+
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6. The following table provides the field description for adding ADC device details in the General

information section:

47

The certificates of the
device can be managed.

Monitored:

Mandatory Description Validation
VCMP Host Check | No To add a device as avcmb | NA
box host, this checkbox should
be checked.
*Module Check | Yes LTM / BIG-IP DNS Module. |NA
box
VCMP Guest Check | No To add a device asavcmp | NA
box guest, this checkbox should
be checked.
*Device name Text |Yes Unigque name of the device | Device names can only contain
to be added. alphanumeric characters, '-',
N, ' and spaces.
Data center Text |No Data center name where the | Data center name can
device is configured. The only contain alphanumeric
default value is Absecon. characters, -'," ", "', ™% )
and spaces.
*Communication | Radio | Yes Devices can be accessed NA
button using an IP address or
FQDN.
*IP Address Text |Yes The ipv4 address of the The IP address should be a
device. valid IPv4 format.
*FQDN Text |Yes The FQDN of the device. the FQDN should be in a valid
format.
*SSH Port Text |Yes Communication port of the | Numbers only.
device.
*Cert Sync Radio | Yes Managed: NA
button




48

Discover/Onboard an ADC Device

Type | Mandatory Description Validation

The certificates of the
device can be monitored.

Ignored:

The certificate sync can be

ignored.
AppViewX Check | No This should be enabled if NA
Group Sync box the user wants to sync the

devices within the device

group.

7. Enter or select the field information in the Credentials section. You can select Manual Entry or
Credentials List.

Credentials

* Credential type Manual Entry hd
* Usermame
* Password
Token based authentication @

8. The following table provides the field description for adding ADC device details in the Credentials

section:

Mandatory Description Validation
*Credential Dropdown |Yes Manual entry: The user should enter the NA
type username and password.
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Mandatory Description Validation

Credentials

* Credential type ~ Manual Entry v

* Usemame

* Password

Token based authentication (7))

Credential List: The user can select the
credential details which are already stored
in the credential inventory page. For more
details on secure authentication, refer to
Platform User Guide.

Credentials
* Credential type | Credential List - CyberArk v
* Credential list ~ None v
Token based authentication @

*Username Text Yes The user name of the device. NA
*Password Text Yes The password of the device. NA
Token based |Toggle No To access the device REST API using NA
authentication | button token.

9. Enter or select the field information in the Secondary device information section.

Secondary device information

Secondary / Failover / Sync (@) Auto detect Manual entry Ignore
group

10. The following table provides the field description for adding ADC device details in the Secondary

device information section:
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Name Type | Mandatory Description Validation
Secondary Radio | Yes Auto detect: NA
device button The user should select this option to auto-detect
information and add the peer devices in the inventory page.

Manual entry:
The user can use this option to add the peer
devices manually.
Ignore:
The user can use this option to ignore the auto-
detection of the peer devices.

11. Click Save.

Validating F5 Device Addition

After adding the device, you can validate the device by searching the device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
2. From the device inventory page, search for the added F5 device name.

ce 1 ADC + E 2  1tolofl
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
Name Sync groupicluster FQDN | IP address Port Vendor Modules Data center Object count Vel
@ F5vV14 192.168.60.204 22 (%\FB LTM,BIG-IP DNS 85 Wide Ips,4 Virtu... 14,
v

» Adding HAProxy Device
« Validating the HAProxy Device Addition

Adding HAProxy Device

To add HAProxy device,
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1. Login to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT.

3. Perform any of the following:

« Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

(+] L “ O 110303
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
oll TRAFFIC MANAGEMENT
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O  eAtov4_SA 192.168.40.63 22 © A SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT O e cCitrixv12.0 192.168.40.161 22 © SLB Virginia
Managed Citrix
0O eF5v13_sA 192.168.40.154 22 © @ LT™ Absecon
Managed F5

Onboard Device »

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select HAProxy from the left sidebar.

ADC+ Device :: ADC

Q  Search menu

Device details Device group

ol TRAFFIC MANAGEMENT

Dashboards Vendors General information
App Search Aw  A10
* Modul sLB
AVI jodules
ASSET MANAGEMENT + Device name
@ Akamai

* IP address
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£, CONFIG MANAGEMENT
Backup Configuration
Restore Configuration

Compare Configuration

Q)
>~ AUTOMATION

‘L‘; AmazonELB
(@ BiglQ

& Cisco

c Citrix

®

[ wroy ]

- Infoblox

Data center

Certsync (@

Credentials

* Credential type

Managed Monitored

Ignored

Manual Entry

5. Enter or select the field information in the General information section.
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General information

* Modules SLB

* Device name

* |P address

Data center

L
v
4
r
.
[
et
&
-
[
|
]

LIST OF enter a new aatacenter

Certsync (@) Managed Monitored lgnored

6. The following table provides the field description for adding ADC device details in the General

information section:

Name | Type [ Mandatory Description Validation
Device |Text |Yes Unique name of the device to | Device names can only contain
name * be added. alphanumeric characters, -',"' ', "',
* ", 1" and spaces.

IP Text |Yes The ipv4 address of the device. | The IP address should be in the right

Address format.

*

Data Text |No Datacenter name where the Data center name can only contain

center device is configured. The alphanumeric characters, -',"' ', "',
default value is Absecon. w0 and spaces.

Cert Radio | Yes Managed: NA

*
Sync button The certificates of the device

can be managed.

Monitored:

The certificates of the device

can be monitored.

Ignored:
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Type | Mandatory Description Validation

The certificate sync can be
ignored.

7. Enter or select the field information in the Credentials section. You can select Manual Entry or
Credentials List.

Credentials

* Credential type Manual Entry v

* Username

* Password

8. The following table provides the field description for adding ADC device details in the Credentials

section:

Mandatory Description Validation
*Credential | Dropdown |Yes Manual entry: The user should enter the NA
type username and password.
Credentials
* Credential type ~ Manual Entry v

* Usemname

* Password

Credential List: The user can select the
credential details which are already stored in
the credential inventory page.

Credentials

* Credential type | Credential List - CyberArk v

" Credential it~ None v
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Mandatory Description Validation
*Username | Text Yes The user name of the device. NA
*Password | Text Yes The password of the device. NA
9. Click Save.

Validating the HAProxy Device Addition

After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
2. Search the device name and validate whether the device is added successfully.

+ £ B i O Z 1ol
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
HAProxy
Name Sync grouplcluster FQDN I IP address Vendor Modules Object count Version Status
@ 192.168.112.103-HAProxy 192.168.112.103 2% HAProxy SLB 10 FRONTEND 1424 & Managed
»

« Adding InfoBlox Device
« Validating the Infoblox Device Addition

Adding InfoBlox Device

To add InfoBlox device,

1. Login to the AppViewX application with valid credentials.

2.Goto = Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

* Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.
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[+] £ [ © B  1to30f3
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
oll TRAFFIC MANAGEMENT
Dashboards
App Search O Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O e A10v4_SA 192.168.40.63 22 o Aw SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT O e Citrixv12.0 192.168.40.161 22 ] SLB Virginia
Managed Citrix
O eF5v13_SA 192.168.40.154 22 ° ® LT™ Absecon
Managed F5

Onboard Device

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select Infoblox from the left sidebar.

Device :: ADC

Device details Device group
ol TRAFFIC MANAGEMENT oorme e

Dashboards Vendors General information
App Search Aw A10
AVl * Device name
ASSETMANAGEMENT c N
(R Akamai ommunication (@) IP address FQDN
W s * IP address
&) Amazon
Onboard Device -’
Data center
(® s
CONFIG MANAGEMENT o )
die Cisco
Backup Configuration c Gitrix Credentials
Restore Configuration
®
Compare Configuration * Credential type Manual Entry v
98 HAProxy
* Usemname
UTOMATION - Infoblox |
* Password
Workflow Catalog ) NginxPlus

Workflow Request

5. Enter or select the field information in the General information section.

General information

* Device name

Communication @ IP address FQDN

* |P address

Data center
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6. The following table provides the field description for adding ADC device details in the General

information section:

Name Type | Mandatory Description Validation

the device is configured.

*Device name |[Text |Yes Unique name of the device [ Device names can only contain
to be added. alphanumeric characters, ', " ',
VL, ' and spaces.
Data center Text |No Datacenter name where Data center names can

only contain alphanumeric

The default value is characters, =", " ", ", "™
Absecon. and spaces.

*Communication | Radio | Yes Devices can be accessed |NA

button using an IP address or

FQDN.

*IP Address Text |Yes The ipv4 address of the The IP address should be in the
device. right format.

*FQDN Text |Yes The FQDN of the device. the FQDN should be in a valid

format.

7. Enter or select the field information in the Credentials section. You can select Manual Entry or

Credentials List.

Credentials

* Credential type Manual Entry

* Username

* Password

8. The following table provides the field description for adding ADC device details in the Credentials

section:
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Name Type Mandatory Description Validation

*Credential | Dropdown | Yes Manual entry: The user should enter the NA
type username and password.

Credential List: The user can select the credential
details which are already stored in the credential
inventory page.

*Username | Text Yes The user name of the device. NA

*Password | Text Yes The password of the device. NA

9. Enter or select the field information in the Secondary device information section.

Secondary device information

Secondary / Failover / Sync (@) Auto detect Manual entry Ignore
group

10. The following table provides the field description for adding ADC device details in the Secondary
device information section:

INETlE Type | Mandatory Description Validation

Secondary / Radio | Yes Auto detect: NA

Failover / Sync | button The user should select this option to auto-detect
group and add the peer devices in the inventory page.
Manual entry:

The user can use this option to add the peer
devices manually.

Ignore:

The user can use this option to ignore the auto-
detection of the peer devices.

11. Click Save.
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Validating the Infoblox Device Addition

After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
2. Search the device name and validate whether the device is added successfully.

+ £ A [} 1t020f2
ADC Server DNS Firewall WAF Switch Router Proxy Cloud HSM Others MDM
Sync groupicluster FQDN I IP address Port Vendor Modules Data center Object count
HA_sync 92.168.40.214 22 s LTM,BIG-IP DNS 28 Wide Ips,214 Virt...
viewx.net HA_sync 168.40.151 22 @ F5 LTM BIG-IP DNS 0 Wide Ips,214 Virtu
»

NginxPlus

 Adding NginxPlus Device
« Validating the NginxPlus Device Addition

Adding NginxPlus Device

To add NginxPlus device,

1. Login to the AppViewX application with valid credentials.
2. Goto Menu > ADC+ > ASSET MANAGEMENT.
3. Perform any of the following:

» Click Device Inventory, and then select Add (+) icon to navigate to the Device details page.

ADC+ L “ o 1t030f3
Q Search menu
ADC WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM Server
ol) TRAFFIC MANAGEMENT
Dashboards
App Search O  Name Sync group/c... FQDN/IP addr... Port Status Vendor Modules Data cente
O  eAf0v4_SA 192.168.40.63 22 (] A SLB,GSLB A10V4_SA
Managed A10
@ ASSETMANAGEMENT O e cCitrixv12.0 192.168.40.161 22 o SLB Virginia
Managed Citrix
O eF5v13_SA 192.168.40.154 22 o @ L™ Absecon
Managed F5

Onboard Device

3

* Click Onboard Device in the left navigation panel.

4. In the Device details page, select NginxPlus from the left sidebar.
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Device :: ADC > Add
Device details Device group
Vendors General information
Aw  A10
AVl Modules
(ﬁ Akamai Device name
@ AmazonELB Communication
. * IP address
( @ BiglQ
Wi Cisco SSH Port
c Citrix Data center
o F5
@ Cert sync
2R, HAProxy
-
3¢ Infoblox Credentials
€F¥ NginxPlus | '

SLB

@) IP address FQDN

Select from an existing list or enter a new data center

® Managed Monitored
Ignored

5. Enter or select the field information in the General information section.

* Modules

* Device name

Communication

* IP address

* SSH Port

Data center

Cert sync

General information

SLB

® |P address FQDN

22

Select from an existing list or enter a new data center

® Managed Monitored
Ignored
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6. The following table provides the field description for adding ADC device details in the General

information section:

The certificates of the

device can be managed.
Monitored:

The certificates of the
device can be monitored.

Ignored:

The certificate sync can be

ignored.

Type | Mandatory Description Validation

Modules Check | Yes SLB NA

box
Device name |[Text |Yes Unique name of the device | Device names can only contain
to be added. alphanumeric characters, -'," ',
VL, 1 and spaces.
Communication | Radio | No Devices can be accessed |No
button using an IP address or
FQDN.

IP Address Text |[Yes The IPv4 address of the The IP address should be in the
device. right format.

SSH Port Text |[Yes Communication port of the | Numbers only.
device.

Data center Text |No Datacenter name where the | Data center name can only
device is configured. The contain alphanumeric characters,
default value is Absecon. LUV and spaces.

Cert Sync Radio | Yes Managed: NA

button

7. Enter or select the field information in the Credentials section. You can select Manual Entry or

Credentials List.
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Credentials

* Credential type

* Username

* Password

Manual Entry

8. The following table provides the field description for adding ADC device details in the Credentials

section:

Name

Credential type

Type

Dropdown

Mandatory

Yes

Description

Manual entry:

The user should enter

the username and

Validation

NA

Credentials

* Credential type  Manual Entry
* Usemame

* Password

password

Credential List:

The user can select the credential
details which are already stored in the

credential inventory page.

Credentials

* Credential type | Credential List - CyberArk v

* Credential list None v

Username

Text

Yes

The user name of the device.

NA

Password

Text

Yes

The password of the device.

NA

9. Enter or select the field information in the Authenticaion details section.
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Authentication details

Sudo Auth @®

API Auth None v ®

10. The following table provides the field description for adding ADC device details in the Authenticaion

details section:

Mandatory Description Validation

Sudo Auth Checkbox | No select the Sudo Auth checkbox in the
to enable the Sudo authentication for a
non-root user credentials.

API Auth Dropdown |No This option allows the basic or token
based authentication for API enabled
devices. The options are:

» Basic Auth - select this option to
configure HTTP authentication with
password. You can choose device
credentials or manual entry.

» Token Auth - select this option to
enter the JSON Web tokens for token
based authentication.

11. Click Save.

Validating the NginxPlus Device Addition

After adding the device, you can validate the device by searching device in the device inventory.

1. Select = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.

2. Search the device name and validate whether the device is added successfully.
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ADC Server WAF DNS

Name
® 192.168.31.92

® Nginx-V18

Firewall Switch

Sync grouplcluster

Router Proxy

FQDN / IP address
192.168.31.92
192.168.31.140

Cloud HSM Others MDM

Vendor Modules
@ NginxPlus SLB
@ NginxPlus SLB

Object count
5LB SERVER
11 LB SERVER

Version
nginx-plus-r1l

nginx-plus-r18-pl

1to2of2

Status
@ Managed
© Managed




Chapter 3: Inventory Actions

» Before You Begin
Deleting ADC Device(s)
Import Devices

Export Device Details

Manage and Unmanage Devices
Config Fetch
« Generate and Download an iHealth Report

 Selecting Inventory Columns
» Pagination

Before You Begin

To do any actions in the ADC-inventory, the user should have ACF permissions to access the inventory

page and its various actions as mentioned in the screenshot.
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A
Q
3]

Information Authorized functions

¥ All functions
Fx Uevice group

- ¢ [y )

Add / Modify
Credential library
Delete (i

Export

Fetch config i
Generate iHealth report
Import 3

Manage / Unmanage 0

b L U U, S A, VI, Y Y, %

View G

Deleting ADC Device(s)

To delete ADC device(s),

1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.

By default, the ADC tab opens.
2. Select the desired ADC device(s) to delete.

3. Click the (& Delete button in the Command bar.
The Delete confirmation modal appears.

Inventory Actions
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4. Click Yes to delete the selected ADC device(s).

Note: To discard the deletion, click No. Note: The device details and configurations will be
permanently deleted from AppViewX. Note: If the deleted device is onboarded again, it will be

considered as onboarding a new device.

Import Devices

Device import provides a hassle-free experience in onboarding multiple ADC devices into AppViewX in
one single step. For onboarding multiple devices, the details should be filled in the excel sheet in the
predefined format and can be uploaded to AppViewX and from there AppViewX will dynamically onboard

all the devices available in the sheet.

To import devices using a .csv file,

1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
By default, the ADC tab opens.
2. Click the Import button in the Command bar.
3. On the Import screen that appears, navigate to the location of the import file, then select it.
4. Click Import to add the devices and their details to the Inventory.

Note: When the file is uploaded with improper structure or incorrect data, the import process

will terminate with the errors highlighted.

Export Device Detalils

The device details, which are available in the Device Inventory page can be exported into an Excel file.

To export the details of one or more devices,

1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
By default, the ADC tab opens.

2. If the device you want to export is not listed on the screen, run a search to locate it.

3. Click the checkbox beside the device name. If you are exporting details of multiple devices of the same
kind, select the checkboxes for each one.

4. Click the Export button in the Command bar at the upper right of the screen.
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Device :: ADC +|m || P S i O B 1t30f3 < >
ADC Server DNS Firewall WAF Switch Router Proxy Cloud HSM Others MDM
Searct
[ Name “  syncgrouplcluster  FQDN/IP address Port Vendor Modules Data center Object count
O  ®192168.40.214 HA_sync 192.168.40.214 22 @ F5 LTM.BIG-IP DNS 28 Wide Ips,214 Virt.
O ®192.168.40.243 192.168.40.243 22 An A10 SLB 4 Virtual Services
5] gs-15-pe109.lab.appviewx.net HA_sync 192.168.40.151 22 ®Fs LTM.BIG-IP DNS

] b

5. On the Export pop-up screen that appears, select the type of information you want to export:

Export

Options

® All Columns
) Displayed columns
) Columns to modify data and import

Export Cancel

« All Columns - Select this option if you want to export all information about the device.

- Displayed columns - Select this option if you want to export only the information that is visible on
the Device screen. This is useful if you need to compare values or settings for different devices and

do not have any need to see the less important data.

» Columns to modify data and import - Select this option if you are exporting device details to make
modifications and then re-import the data into the Device Inventory.

6. On the screen that opens, select the location where you want the device detalils file to go, then click
Save.
7. The details are then downloaded as an Excel (.xIs) file.

Manage and Unmanage Devices

To manage or unmanage devices,

1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory.
By default, the ADC tab opens.
2. If the device you want to manage or unmanage is not listed on the screen, run a search to locate it.
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Note: If you try to manage a device that is already in managed state or unmanage a device

that is already in unmanaged state, an error message appears at the top of the screen.

3. Click the checkbox beside the device name.

4. To start managing the device, click the v Manage button in the Command bar at the top of the

screen. To stop managing a device, click the ® Unmanage button.

« Validating the Unmanage action

« Validating the Manage action

Validating the Unmanage action

The selected devices will be moved to Unmanaged status.

ADC Server DNS

Name
® 192.168.40.214
# @ 192.168.40.243

Firewall

9.lab.appviewx.net

WAF

Sync groupicluster

HA_sync

HA_sync

Switch

Router Proxy

FQDN | IP address
192.168.40.214
192.168.40.243

192.168.40.151

Validating the Manage action

+ @ P O
Cloud HSM Others MDM
Vendor Modules Object count
& Fs LTM.BIG-IP DNS 28 Wide Ips,214 Virt
Ao A10 SLB 4 Virtual Services
(GiFs LTM.BIG-IP DNS 0 Wide Ips,214 Virtu

L E|Q 1to30f3
Version Status
12.0.0 build 0.0.606 © Managed
4.1.1-P6 build 62 @ UnManaged
12.0.0 build 0.0.606 @ Managed

b

Once the devices are moved from Unmanaged status to Managed status, the config fetch will be triggered

to those devices and the device status will be updated.

ADC Server DNS

Name
® 192.168.40.214

2109 lab.appviewx.net

@ |
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Firewall

WAF Switch

Sync grouplcluster
HA_sync

HA_sync

Router Proxy

FQDN | IP address
192.168.40.214
192.168.40.243

192

168.40.151

Cloud

Vendor

HFs

A ALOD

(B F5

+ £ 4 0
HSM Others MDM
Modules Object count
LTM,BIG-IP DNS 28 Wide Ips, 214 Virt
sLe 4 Virual Services
LTM,BIG-IP DNS 0 Wide Ips,214 Virtu

1to3o0f3

Version
12.0.0 build 0.0.606
4.1.1-P6 build 62

12.0.0 build 0.0.606
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Inventory Actions

Config Fetch

This action is being used to fetch and update the device configuration in AppViewX.

1. Login to the AppViewX application with valid credentials.
2. Select Menu > Inventory > Device.

3. Select the devices from the Device Inventory page.

+ 8 flveRB[EZ]elo ® 1vsas
ADC Server DNS Firewall WAF Switch Router Proxy Cloud HSM Others MDM
Sync groupicluster FQDN / IP address Vendor Modules Object count Version Status
HA_sync 192.168.40.214 @‘\ F5 LTM,BIG-IP DNS 28 Wide Ips,214 Virt. 12.0.0 build 0.0.606 © Managed
An ALO SLB 4 Virtual Services 4.1.1-P6 build 62

ewx.net HA_sync @FS LTM.BIG-IP DNS 0 Wide Ips,214 Virtu.. 12.0.0 build 0.0.606

4. Click the Config fetch icon.

« Validating the Config fetch action

Validating the Config fetch action

Once the config fetch is triggered, the device will be moved to Queued status and then InProgress
status. Eventually, the device status will be updated to Managed once the device configuration is
downloaded and parsed successfully in the AppViewX.

Generate and Download an iHealth Report

BIG -IP iHealth is a diagnostic tool developed by F5 to manage local traffic manager (LTM) and global
traffic manager (GTM) devices. The iHealth report provides tailored diagnostic information that gives
you valuable, actionable insight into the efficiency of the hardware and software running in your BIG-IP

system.

* iHealth reports can be generated at the time you want to view or schedule it in advance through the
Workflow.

 To generate an iHealth report, ensure that the proxy is configured in the Settings module. For detailed
information, refer to the Proxy Settings section of Platform User guide.

To generate and download an iHealth report,


https://helpcenter.appviewx.com/frontend/web/Published%20Guides/2022.1.0/Platform/User%20Guide/webhelp-responsive/managing_proxy_settings.html
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1.Goto = Menu > ADC+ > ASSET MANAGEMENT > Device Inventory
By default, the ADC tab opens.
2. Select the checkbox beside the ADC device for which you want to generate an iHealth report.

+ @ £ v O RE LIE]O & | 10s3ds3

ADC Server DNS Firewall WAF Switch Router Proxy Cloud HSM Others MDM
Name Sync groupicluster FQDN | IP address Vendor Modules Object count Version Status
¥ @ 192.168.40.214 HA_sync 192.168.40.214 @ F5 LTM,BIG-IP DNS 28 Wide 1ps,214 Virt. 12.0.0 build 0.0.606 @ Managed

192.168.40.243 an A10 SLB 4 Virtual Services 4.1.1-P6 build 62 oM

ewx.net HA_sync 192.168.40.151 ®F5 LTM,BIG-IP DNS 0 Wide Ips,214 Virtu.. 12.0.0 build 0.0.606 @ Manage

3. Click the Generate iHealth Report button ) in the Command bar.

Note: You might need to scroll to the right to see the Report column.

4. On the iHealth Report Generate screen that pops up, enter the case number for the report, then click
Generate.

5. When the report is generated, it appears as a link in the Report column on the Device: ADC screen.

6. Click the IHEALTH_REPORT link.

= appviewX Mon Aug 24 2020 12:02:07 GMT+0530 (IST) {1 7 &
+ £ 4 O 8| 1tolof1
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
F5_vi2
Name FQDN / IP address Vendor Modules Object count Version Status

® F5 vi2 192.168.112.78 @ F5 LTM BIG-IP DNS 48 Wide Ips,110 Vir...  12.1.4.1 build 0.0.6 @ Managed

Pl

7. The iHealth report screen that pops up lists all of the current issues with the device, classified by their
severity: critical, high, medium, or low.
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= appviewX Mon Aug 24 2020 14:48:39 GMT+0530 (IST) £} 2?2 oY

Generated time: 08/23/2020 12:22:58 PM Download Qkview Export as PDF
— CRITICAL ISSUES (1)
— TMUIRCE ility CVE-2020-5902 versions)

Recommended upgrade version Solution links Heuristic Id Related Changes

11652 hitps:/fsupport.fo.comicsplarticle/K52145254 H52145254

Description

The Traffic Management User Interface (TMUI), also referred to as the Configuration utility, has a Remote Code Execution (RCE) vulnerability in
undisclosed pages.

Recommended Solution

For additional information, refer to the linked article.

Additional Information

+ HIGH ISSUES (35)
-+ MEDIUM ISSUES (63)

+ LOW ISSUES (37)

8. Click any of the + (Expand) icons beside a severity level to view the issues within the corresponding

category.

4+ 182168 41,108

Downioad e Export as POF

CRITICAL ISSUES (3

HIGH 15 SUES (58]

4+ +

MEDIUM ISSUES {BE)

= LOW ISSUES (148)
NTF wainerabilities CVE- 20158138 and CVE-2N5-8140

NTP wulnerability CVE- 20153158
ghibc vulnerability CVE-FMS-8TTT

NTP wulnerability CVE-2016-1547

+

+

=+

+

+ GouPG vulnsrability CVE-3042-6085
+ OpenSSL vuinerability CVE-2015-3195
4 Qlibc vulnerability CVE-J016.3075

=+ cURL and Ehcurl velnarability CWE-2015-3443
+

cURL and Ebcurl vlnerability CVE-2015-3148

9. Within each severity level, click the name of a specific issue to view complete details, a recommended

solution, and additional information about it.



Inventory Actions

+ 192 168.41.108 x

wnicad i Export as POF
CRITICAL ISSUES {0}

HBGH ISSUES (58)

+ 4|+

MEEDIU ISSUES [35)

LOW ISEUES (140§
— NTP vulnerabilities CVE-2015.8138 and CWE-2015-8140

Recommended upgrade version Salumon inks Hewristic |d Relas] Changss.
1300 s isupport M5 comicsplaicieBEN0a25331 HGZ%E31 ST5EZR
575102
575704
Descriplion
CVE-J015-8130An afiackar may quopiod this vungrabifty using spacilly crafted NTP packels fo imparsonabs as @ kegtimate NTF paer CVE-2015-8140&n

aitacker may b2 abla o intercapt and replay sumenicated raconfiguralion Commands 1o re-gstablish an ascociaton to & malicious NTP server
Acommandsd Solution
Fof addilanal idsrmation, felar bo W linksd arbk

Additonal fommation

10. (Optional) Download the entire iHealth report as a Qkview file by clicking the Download Qkview link
or as a PDF file by clicking the Export as PDF link, both of which appear in the top right corner of the
screen.

Selecting Inventory Columns

The user can select or unselect the list of columns to be displayed in the inventory page using this action.

1. Login to the AppViewX application with valid credentials.
2. Select Menu > Inventory > Device.
3. Click on the Columns icon.

Device :: ADC + e & [w] 1to 25 of 27 >
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
I/ Name FQDN / IP address Vendor Modules ‘Object count Version Status Report
o 10.10.102.45 10.10.102.45 AV\ SLB,GSLB 0 Virual Services,0 ...  17.1.14 build 9018 @ Managed =

4. In the popup window, select or unselect the columns to be displayed in the inventory page.
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Inventory Actions

Search Selected columns: @ [ Selectanl <r Reset to previous column selection

« Device name [ ] Access type

IP address/FQDN [] Sync status
Vendor [ ] Serial number
Modules [ "] Registration key
Object count ["] Expiration
Version [ Service check
Status [ Discovery Source
Report

[] Sync groupicluster

[] Port

[] Data center

[ ] Last managed time

[ ] Last config updated time

[ ] Device groups

[] Credential type

5. Click Save.

« Validating the column selection

Validating the column selection

Once the user selects the columns to be displayed in the inventory page and saves the data, the device
inventory page will be reloaded again with the selected columns.

Device :: ADC + i R & 4 [ 1to250f27 ¢ >
ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
Search
) Mame - FQDN / IP address Vendor Modules ‘Object count Version Status Report
0  ®101010245 10.10.102.45 A\c‘\ SLB,GSLBE 0 virual Services,0 ... 17.1.14 build 9018 © Managed -
0  ®1010.102.46 10.10.102.46 A\c‘\ SLB,GSLB 0 Virtual Services,0...  17.1.14 build 9018 © Managed
0 101010247 10.10.102.47 AV\ SLB,GSLB 0 Virtual Services,0 ... 17.1.14 build 9018 © Managed
O  ®192.168.112.103-HAProxy 192.168.112.103 25, HAProxy sLB 10 FRONTEND 14.24 © Managed
M| & 10718014770 107 180 149 33 L. FAV) cipraiD A Mirhial Cndinne 1 109 2 huild 099 A Monann o

Pagination

Pagination is being used to display many devices into the discrete pages. So The user can configure the
number of device details to be displayed in a page and he can navigate to the previous and the next page
using the previous and the next icon.
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1. Login to the AppViewX application with valid credentials.

2. Select Menu > Inventory > Device.
3. Hover the mouse pointer over on the device count and select the number of records to be displayed in

the device inventory page.
+18 L2 = o=

ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM Others MDM
Name FQDN I IP address Vendor Modules Object count Version Status Report
10.10.102.45 10.10.102.45 f-\V| SLB,GSLB 0 Virtual Services,0 ... 17.1.14 build 9018 © Managed

4. Select the Previous or Next icon to move to the previous or next page.
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Chapter 4: Device Group

Device Group Addition

Device Group Modification

Device Group Deletion

Assign a Device to Group(s)
» Assign/unassign devices
« Unassign a Device from Group(s)

Device Group Addition

To add an ADC group to AppViewX:

1. Click the = Menu > ADC+ > Asset Management > Device Group.
The Group screen opens.

2. In the ADC tab, click the | + | (Add) button in the Command bar.

1w éold

Masna Draserigitian
ALD Cowioe Group

Amazon ELE Device Group

Ciirix Dawice Group

F5 Device Group

HAP Ry Deties Giranip

MiginzPigs Devics Group

3. On the Add screen, enter the name of the new group. (Recommended) Enter a description of the
group to help users identify it.

4. In the Device selection field, click the (Assign item) icon beside each device you want to include in
the group.




Device Group

Group desalls

" Grouo rame i Cewnae Girowp

[hesazripnan

Device arlecion
F—— Pursigrei o Heneny sl

| Fsvii_siandslane 1oz 164 .40.152) |

L68.112 T8}

F5_ W35 160,112 92

5. When you have finished assigning devices to the group, click Save to add them to the system.

( Note: Rather than adding devices manually, you can click the Add search string link and
create a search string that automatically assigns all existing devices that match the filter
criteria to the ADC group. The benefit of using a search string rather than selecting devices
manually is that the search string continues to work in the background, auto-assigning all new
devices to the ADC group if the devices match the search criteria you set up.

Device Group Modification

To modify an ADC group to AppViewX:

1. Click the = Menu > ADC+ > ASSET MANAGEMENT > Device Group.
The Group screen opens.

2. If the ADC group whose details you want to modify is not displayed on the screen, use the search field
to locate it.

3. In the ADC tab, select the checkbox beside the name of the ADC group.
4. Click the ﬁModify button in the Command bar.
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Device Group

+: 1io6 ol B

Ply

Flame Dtz oy

¥ F5 Device Groug
Harroxy Dewice Group

Piggine: Pis Dieivita i

5. On the Modify screen that appears, make whatever changes you want to the content.

6. Click Update to save your changes.

Device Group Deletion

To delete an ADC group to AppViewX:

1. Click the = Menu > ADC+ > ASSET MANAGEMENT > Device Group.
The Group screen opens.
2. Select the checkbox beside the group you want to delete.

3. Click the o (Delete) button in the Command bar.

Description

+ QE lioGol B

Deleie

4. On the confirmation screen that pops up asking you if you are sure you want to proceed, click Yes.

5. The group is then removed from the AppViewX system.

Assign a Device to Group(s)

1. Login to the AppViewX application with valid credentials.
2. Select Menu > Inventory > Device.

3. Search for the device to be added to device group(s) and select the respective device and navigate to

the Device group page.




Device Group

ADC A il Fli all t R P C 1 1SN ot 5 D&
Mame Sync groupdcluster  FQOM { IP address Port Wendor Modubes Dada certer DObject count
# [@ 15216821 6z ] 192.168.31 52 az @ NginLs SLB LB SERVER
gin-v1d 192.168.31.140 22 @ NginaPius SLE 11 LB SERVER

4. Select the device group(s).

1tadof s

E—

TR Dascrigtion
ALE Device Cooun
F& Dinicn Do
HAPsy Device G
* NgingPhes Device ..

Amazon ELB Devic

5. Click Save.

Assign/unassign devices

1. Login to the AppViewX application with valid credentials.

2. Select Menu > Inventory > Group.

3. From the Group page, select the device group to be modified and click the Modify icon to navigate to
the Group Modification page.

+E‘ 1o of &

Mty

ADC Cartificals 55H Commars profile

Mame Crescaiplion
A1 Daviien Group
Aanazon CLO Desvice Giou
L Device Group
¥ FG Dovice Goup
HAPmMy Cels Groip

NP lhus Devios Gioug

4. To assign devices in the group, search for the device and select the devices under the Available list.



79

Device Group

I
Group dutaile
=GR rEne F4 Dowlos Growp
Dezcripron
Davizi s et
Sl labie Azigred & Remove al
1]
I FUYLL Slandabores 192 188.30.152) ¥ I 4+ FHW14{192 160602045
£
&
&
&
Total records 1 Tontal recos 5
=a

5. To unassign devices in the group, search for the device and select the devices under the Assigned
list.

Gircd diaalls
* CWOLD NAmE Fi Device Groug
Descripion
Dewize schoiion
Saaillable Assgned « Romone ol
m
204) l & FHVL1 S abone] 152 16H 40 152) I
FEWIS]192 1628.42.150)
FEWIS_HATSX 1ARST 1an)
(= 192 108.112.M5)

FE_W13{192 168112 92)

Tolal rea s 5 Towal menics: 1

N BN

6. Click Save.

Unassign a Device from Group(s)

1. Login to the AppViewX application with valid credentials.

2. Select Menu > Inventory > Device.

3. Search for the device to be removed from device group(s) and select the respective device and
navigate to the Device group page.



Device Group

Rowier Prozy

ADC Server WAF [T Fireves

ngire
FOQOM | IP scdrnss
152 166,50 32

ame Hyme groupieiusiee
= [®inziena162 ]

L LTS ERGT;

B4 E OFH 1wz

HESM MOR
Port VBnsar Mouina Dars o ber Cbject count
a3 @ NginaFus b 510 SERVER
2% o NginxFilus SR i1 LA SERVER

4. Unselect the device group(s).

s

- Group REre Dascrigtion
AL Dovice Cooug
F& Deien o
HAProsy Devics G
*  NgnPhe Doeoe
ol Devie |

Amazon ELE D

lkBof 6

5. Click Save.
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Chapter 5: Backup and restore

« Backup and Restore

* Vendors Supported in AppViewX for BackUp
 Configuring Device Backup

» Restore from Backup

 Configuring Backup Settings

 Archive Setting Customization

« Compare Backup

« Comparing Between Two Backup Generated

Backup and Restore

Configuring devices for Backup and Restore required the users to have added the devices whose backup

is to be taken in the Inventory.

User should also have the ACF permission for Backup and restore.

Vendors Supported in AppViewX for BackUp

Vendors | BackUp Restore

F5 Device |Device & Object
Citrix Device |Device & Object
A10 Device |Device & Object
Avi Device |Device

Configuring Device Backup

1. Log in to the AppViewX application with valid credentials.
2. Select Menu ->Inventory -> BackUp&Restore.

3. Click on the Add (+) icon to navigate to the BackUp configuration page
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Backup and restore

Sub Systems
ADC

Proxy

Backup Restore

alo

Compare

Work order

5. Provide the required details

4. Users can select individual devices or device groups for BackUp

Name Type Mandatory Description

Device Type |Text Yes Type of device to be selected
(ADC,Proxy,WAF,Firewall)

BackUp Text Yes BackUp name accepts only alphanumeric

Name characters, '-',' ', ".". Also should not start or end
with a special character.

Description Text No NA

Configure Radio Button Yes Device or Device Group

Device or Search Box and Yes NA

Device Group | select from the

selection search window

Scheduler/ Radio Button Yes NA

Generate

now

Email Text box No NA

configuration

to

Email Text box No NA

configuration

subject

6. Schedule the BackUp by clicking Scheduler or Generate now.




Backup and restore

Description

Device selection

Total records: 24

Scheduler | ® Generate now I

Avalilable devices Add search string »

v FETRRTTE—

AVI 10.10.102.45 »
AVI AVI_Via »
AVI 192.168.142.23 »>
AVI 192.168.142.25 B
AVI 10.10.102.47 »
AV 10.10.102.46 »
Citrix Citrix_40.85 »
Citrix citrix_86.payoda.in >
F5 192.168.112.78 »

Configure ® Device DeviceGroup

Assigned devices

No records found

Total records: 0

m Sancel

7. Users can select the scheduler on Daily/Weekly/Monthly or Yearly basis and provide the date and time

appropriately.

Backup & restore :: Backup > Create

AVI 10.10.102.45

AVI AVI_V18

AVl 192.168.142.23
AVl 192.168.142.25
AVl 10.10.102.47

AVI 10.10.102.46
Citrix Citrix_40.85

Citrix citrix_B86.payoda.in
ES 192.168.112.78

Total records: 24

® Scheduler Generate now

- No records found

> Total records: 0

Email configuration

® Daily O Weekly O Monthly O Yearly o
Starting date 8/18/2020 Subject
Time 14:30
=n
8. Click Save

9. To view BackUps generated in a particular group, click on the (+) icon on the tab that has the backup

group name.
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Backup and restore

+ @ 0

Sub Systems Backup Restore Compare Work order

ADC

a10 ®m 1 ¢ 0O[E]

10. To edit the already created BackUp group, click on the pencil icon on the tab mentioned with the

backup group name.

+ & 0

Sub Systems Backup Restore Compare Work order

ADC
alo

Restore from Backup

Users can restore the device/objects added in AppViewX from the Backup generated. The users should

have ACF permission for Restore and ACL permission on those devices for which restore has to be

performed.
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Role Rl
Information Authorized functions
b All functions
- ADC
- Backup & Restore i

Backup now (i
Backup settings 0
Create / Modify
Delete

Device compare

#|  Device restore i

Download 3
r Environment Compare (i
Object compare 0

Object restore

 Restore Device/Object with the Backup Generated

Restore Device/Object with the Backup Generated

1. Log in to the AppViewX application with valid credentials.
2. Select Menu ->Inventory -> BackUp&Restore.
3. Click on the Restore tab to navigate to the Restore page.

Backup and restore

Sub Systems Backup Compare Work order
ADC |
* Restore Type ® Device Object
Prc
* Device name Select device
Firewall
i




Backup and restore

4. Click on the Device/Object that needs to be restored.

a. Device Restore:

Sub Systems Backup Restore Compare Work order

* Restore Type Object

* Device name

i. Provide the device name whose backup is to be restored in the Device Name text box.
ii. All the Backups generated for this particular device will be listed below.

Sub Systems Backup Restore Compare Work order

ADC
* Restore Type ® Device Object

* Device name 192.168.40.150

AUG
12
2020
04:30:20 PM

iii. Select which backup to be used and provide the device name to which the restore needs to be
performed.

iv. Click Proceed to navigate to the next page, where the Reason for restore is to be provided.

v. Click Restore.

b. Object Restore:

Sub Systems Backup Restore Compare Work order

* Restore Type Device |® Object

* Device name

ADC

i. Provide the device name whose object is to be taken for restore in the Device Name text box.
ii. All the Backups generated for this particular device will be listed below.
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Backup and restore

Sub Systems Backup Restore Compare Work order
ADC
* Restore Type Device @® Object
P
* Device name F5V14
Firewall
i AUG
= >
2020
08:17:32 PM

iii. Select which backup to be used for restoring the object.

iv. Select which type of object is to be restored by clicking on the drop down menu for Object Type.

meswie ype vevice @ Ut
Prc
* Device name F5via
Firewall
o AUG
21 5
2020
08:17:32 PM
Object Type WidelP
GTM Poal
Avallable GTM Monitor
GTM Server
GTM iRule
Virtual Server
LTM Pool
BackUpDevice-60203COGTMWdell LTM Monitor
BackUpDevice-60203COGTMWdelf Profile
. LTM iRule
CP_AAAA_gwehild_for_ € T R class
CP_A_gwehild_for_cnamepool.dom | LTM Persistence
CP_CNAME_gwchild_for_

Selected objects « Remove all

No records found

A |

v. All the objects pertaining to the selected object type will be listed below. Users can select which

all objects to be restored by moving the objects from the available object list to selected object

list.

vi. If the restore needs to be performed on sub-objects as well, then the user can check the

checkbox provided to Restore sub-objects.

1z
>
2020
04:34:13 PM

Obiect Type WidelP

Available A

SP_A_GTMNAPTRHierarchy_UnknownStatus1-1291COGTMWiIdelPA.com (C
SP_A_GTMNAPTRHierarchy_OfflineStatus1-12910TGTMWiIdelPA.com (Othe
SP_A GTMNAPTRHierarchy OfflineStatus1-1291COGTMWIdelPA com (Con
SP_A_ GTMMXHierarchy UnknownStatus1-12910TGTMWIdelPA.com (Other
»

Total records: 92 >

¥ Restore sub-objects

* Restore to

Selected objects « Remove all

«
SP_A_GTMSRVHierarchy_UnknownStatus1-1291COGTMWiIdelPA.com(wideip)

Total records: 2
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Vii.

viii.

iX.

Backup and restore

Provide the device name to which the back up objects need to be restored.
Users can restore an object to a single/many devices. Restoring more than one device can be

done by clicking (+) sign and providing the device name.

L

Object Type WidelP -

Available A g» Selected objects « Remove all
- «

SP_A_GTMNAPTRHierarchy_UnknownStatus1-1291COGTMWIdelPA.com (C SP_A_GTMSRVHierarchy_UnknownStatus1-1291COGTMWIdelPA com{wideip)

SP_A_GTMNAPTRHierarchy_OfflineStatus1-12910TGTMWIdelPA.com (Othe
SP_A_GTMNAPTRHierarchy_OfflineStatus1-1291COGTMWidelPA.com (Corr

SP_A GTMMXHierarchy UnknownStatus1-12910TGTMWIdelPA.com (Other
3 >

Total records: 92 > Total records: 2

*Restore sub-objects

* Restore to 192.168.112.78
+

192.168.12.91

2]

Click proceed to navigate to the next page where Confirmation to Object Restore is requested.

X. Users can check or compare the configuration of objects from the back up and the current object

Xi.

and cross verify the same.

Backup & 1tolofl
Confirm Object Restore()
* Configuration in latest archive 192.168.12.91_08/12/2020 04:34:13 PMtargz v
I Compare to 192.168.12.91 v I
Latest backup Configuration in selected archive
- SP_A_GTMSRVHierarchy_UnknownStatus1-1291COGTMWIdelPA.com(WidelP)
o @1 | 9im wideip a ICommon/SP_A_GTMSRVHierarchy_UnknownStatus1-1281COGTMWIdelPA
com {
2
2 | pools {
ICommon. ierarc nknownStatus: 00l
o 3| SP_A_GTMSRVH hy_UnknownStatusl_1291 CO_GTM_Paol_A 001
4 | order0
51
61
Tt
8
@ | 9m pool a/C P A GT y U 1 1291 CO_GTM Pool A
_001{

10 | members {
ICommon/SP_A_GTMSRVHierarchy_UnknownStatusl_1291_CO_GTM_Server_001.:SP_A
_GTMSRVHierarchy._L 11201 CO_GTM_P

12 | member-order 0
13}
14 |}

15 |}

Provide the reason for restore and click Restore all.



Backup and restore

Backup & restore :: Restore > Proceed 1tolofl <

Confirm Object Restore()

* Configuration in latest archive 192.168.12.91_08/12/2020 04:34:13 PMtargz v

I Compare 1o 192.168.12.91 v I

L] Latest backup Configuration in selected archive
SP_A_GTMSRVHierarchy_UnknownStatus1-1281COG TMWIdelPA com(WidelP)

o @1 | 9m wideip a /Common/SP_A_GTMSRVHierarchy_L 1201COGTI
com {

2 | pools {

3 | /Common/SP_A_GTMSRVHierarchy_UnknownStatusl_1291_CO_GTM_Pool_A_001 {
4 | order0

5[}

6}

7 (1

8

@ | 9tm pool a/C ' A_GTI y L 1 1291 CO_GTM_Pool A
001

10 | members {

ICommon/SP_A_GTMSRVHierarchy_UnknownStatus_1291_CO_GTM_Server_001:SP_A
_GTMSRVHierarchy._L 1 1291 CO_GTM_| 001 {

12 | member-order 0
13}
14}

15 |}

xii. Users can view the restore success message on the screen once restore is successful.

— Restoring using the archive 192.168.12.91_08/12/2020 04:33:17 PM.tar.gz

Device - 192.168.112.78

Creating configuration for object 'SP_A_GTMSRVHierarchy_UnknownStatus1-
1291COGTMWIdelPA.com' in device '192.168.112.78" (08/27/2020 12:09:52 PM)

Config Push triggered with following configuration: gtm wideip a
/Common/SP_A_GTMSRVHierarchy_UnknownStatus1-1291COGTMWIdelPA.com { pools {
ICommon/SP_A_GTMSRVHierarchy_UnknownStatusl_1291_CO_GTM_Pool_A_001 {order 0} }} gtm
pool a IC ) A_GTI ierarchy L _1291_CO_GTM_Pool_A_001 { members {
/Common/SP_A_GTMSRVHierarchy_UnknownStatusl_1291 CO_GTM_Server D0L:SP_A GTMSRVHierarch
{ member-order 0} } } : (08/27/2020 12:09:53 PM)

Executing Config Push Command:load sys config file /config/ioadcanfiga.txt merge save sys config
partitions all: (08/27/2020 12:09:53 PM)

Config Push Command response :Loading configuration... /config/loadconfig3.txt 01070226:3: Pool
Member SP_A_GTMSRVHierarchy_UnknawnStatus1_1291_CO_GTM_PoolMember_001 references a
nonexistent Virtual Server L Error: Loading cor tion process failed.: (08/27/2020 12:10:19

Configuring Backup Settings

To configure Backup & Restore settings, the user should have ACF permissions to Backup settings.
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Information Authorized functions

» All functions
A ADC

~ ¥ Backup & Restore
Backup now (i

Backup settings @ I

Create / Modify
Delete (i
Device compare G

Device restore (i

A 8 N R AR

Download i

Environment Compare (i

e g

Object compare

Object restore (i

« Configuring the Maximum Number of Archives Saved

Configuring the Maximum Number of Archives Saved

1. Log in to the AppViewX application with valid credentials

2. Select Menu -> Settings -> ADC -> Backup & Restore.

3. Enter the maximum number of archives to be stored in AppViewX in Maximum number of archives test
box. The default value will be 16.

D - Archive limit

I * Maximum number of archives 16 I

Backup & Restore

4. Click Save

Archive Setting Customization

Users can customize the number of archives stored for devices based on daily/weekly/monthly/yearly.

1. Log in to the AppViewX application with valid credentials.
2. Select Menu ->Inventory -> BackUp&Restore.
3. Click on the Settings icon on the top right corner.
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Backup & restore :: Backup + C)
Sub Systems Backup Restore Compare ‘Work order
ADC
Default_Grou, -
Proxy - Group o
Firewall Device name Archives Delete
No devices are configured
WAF

4. Enable the Archive setting customization button.

Settings

Mo. of archives 16 ¥ @

Archive setting customization ©

I} Display warning messages when overwriting archives

Submit Cancel

5. Here the users can provide how many archives are to be stored for devices on a daily/weekly/monthly/
yearly basis.

Settings

Mo. of archives 16 v @

Archive setting customization @

No. of daily archives
No. of weekly archives
No. of monthly archives

No. of yearly archives

1) Display warning messages when overwriting archives

Submit Cancel

6. Users also can enable the radio button to display the warning message when archives are overridden.

Enabling this will show a pop up if the number of archives configured by the user causes any removal/
deletion of archives.
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Settings

No. of archives 16 7 @

Archive setting customization @
No. of daily archives

No. of weekly archives

No. of monthly archives

No. of yearly archives

I ¥ Display waming messages when overwriting archives.

7. Click Submit.

Compare Backup

Users can compare between 2 archives generated. They can compare between both the devices as well
as objects.

To compare the backup, the user should have ACF permissions to Device compare, Object compare and
environment compare.

Role > Modify :: R1

Search..

» 1 All functions
- apc

~ [ Backup & Restore
Backup now @
Backup settings @)

Create / Modify &

Delete @

Device compare (i

Device restore i

) @ ® ¢

Download )

® |

Environment Compare i

Object compare (i)

ol Y

Object restore (i)

Comparing Between Two Backup Generated

1. Log in to the AppViewX application with valid credentials.
2. Select Menu ->Inventory -> BackUp&Restore.

3. Click on the Compare tab to navigate to the Restore page.
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a. Device compare:

i. Select the Device radio button in Compare type.

Sub Systems Backup Restore Compare Work order
ADC
* Compare Type Object () Environment
Proxy
 Device name Selec « Archivel v
Firewall
* Device name evice * Archive2 v

ii. Provide the device names across which the backup is to be compared. Users can compare the
backup between the same devices or different devices as well.

Sub Systems

Backup Restore ‘Compare ‘Work order
ADC
* Compare Type ® Device Object Environment
Pr
* Device name 192.168.40.150 * Archivel 192.168.40.150_08/12/2020 04:30:20 PM.tar: v
Firewall
* Device name 192.168.40.150 * Archive2 192.168.40.150_08/12/2020 04:30:20 PM.tary v

Con | e

iii. After the device is selected, the backups generated for that particular device will be brought up in
the archive list.

iv. Select which archive is to be compared from the drop down list.

Sub Systems

Backup Restore Compare Work order
ADC

* Compare Type ® Device O Object O Er
P

* Device name 182.168.40.150 * Archivel 192.166.40.150_08/12/2020 04:30:20 PM.tar, ¥
Firewall

* Device name 192.168.40.150 * Archivez 192.166.40.150_08/12/2020 04:30:20 PM.tar.gz
AR 192.168.40.150_08/12/2020 04:23:05 PM.tar.gz

v. Click Compare

vi. The two archives along with the change summary will be displayed in the same page below.
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Sub Systems.

1to 100 of 176

Backup Restore Compare Work order
ADC
* Compare Type ® Device () Object () Environment
pro:
* Device name 192.168.40.150 * Archivel 192.168.40.150_08/12/2020 04:30:20 PM.tar v
Fir 1]
* Device name 192.168.40.150 * Archive2 192.168.40.150_08/12/2020 04:23:05 PM.tar v
[ |
Archive 1: 192.168.40.150_08/12/2020 04:30:20 P... Archive 2: 192.168.40.150_08/12/2020 04:23:05 P... Change summary
s Sl -Files Modified
wireshark Identical
su-| Identical
Identical
Identical
Identical
Identical
Identical
auto data_woc_cli_stats.dat Identical
e Identical
Identical
Sub Systems Backup Restore Compare Work order
ADC
* Comparison Details
Pr
Firewall
* Vendor F5 v
* Object Type WidelP v
List of Devices
Object Name Device Name Archive Name
~device List- v -archive list- v +
-device List- v -archive list- v +

ii. Select the Vendor and Object type to be compared from the drop down menu.

iii. Select the object name to be compared from the drop down menu of Object Name

automatically populate the device name tab corresponding to this object.
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Sub Systems Restore

Backup
~ Comparison Details

* Compare Type

Compare

Work order

Device ® Object

Environment

* Vendor F5 v
Object Type WidelP M
List of Devices
Object Name Device Name Archive Name
testSys.com/192.168.40.150/F5 v 192.168.40.150 v Latest config in AppViewX v +
-device List- v -archive list- v +

iv. From the menu of Archive names, select which archive to be compared. Users can either select

the latest archive generated or select any of the archives generated earlier for the object.

v. Similarly users can add other objects to be compared.

vi. Users can add more than 2 objects to be compared by clicking the (+) icon near the Archive

names. Users can add maximum of 5 objects to compare.

Sub Systems

Backup Restore

~ Comparison Details
* Compare Type
* Vendor
* Object Type
List of Devices

Object Name

testSys.com/192.168.40.150/F5

testPart3.com/192.168.40.15.

Compare

Work order

Device ® Object
F5

WidelP

Device Name

~ 192.168.40.150

~ 192.168.40.150

Environment

v

v

Archive Name

v Latest config in AppViewX v +

A 192.168.40.150_08/12/2020 04:29: v

vii. Click Compare.
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Sub Systems

Backup Restore Compare Work order
» Comparison Details
Archive name Latest config in AppViewX v Archive name Latest config in AppViewX

Device name gs-f5-pellS.apvxlab.com
Object name  testwideip102 com

~|gtn wideip /Common/testwideiplo2.com {
poals {

1
2

3

4 [Comnon/ testwideippool102 {
5 order 0

6 }
7

8

3

IR

}

Device name 192.168.40.150
Object name  ftesiSys.com

1
2
3
4
5
6
7
8
9

gtn wideip /Common/testSys.com { }
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Chapter 6: Role Based Access Conrol

RBAC Configuration
Simplified RBAC Configuration in AppViewX
Accessing Quick Config option

Authentication
LDAP
TACACS

RBAC Configuration

Role Based Access Control (RBAC)

Role based access control (RBAC) is a method of restricting AppViewX functions, network resources
which can be managed and monitored in AppViewX based on the roles of individual users within an
enterprise. RBAC lets employees have access rights only to the AppViewX functions and network
resources they need to do their jobs and prevents them from accessing information that doesn't pertain to
them.

Benefits of RBAC

Using RBAC should improve operational efficiency, enhance compliance, provide administrators
increased visibility, reduction in costs, decrease in risk of breaches and data leakage.

Simplified RBAC Configuration in AppViewX

To simplify existing RBAC Configuration in AppViewX for the Account Administrator, “Quick Config”
wizard flow option has been introduced in the existing Authentication, User groups, Roles and Resources.
Using “Quick Config” option, users should be able to perform all the following actions in the same wizard
flow:

« Configure external authentication or single-sign on for users to login to AppViewX

» Add users groups into AppViewX by pulling specific user groups from AD into AppViewX based on
specific patterns/keywords/codes and support Bulk Export/Import option to onboard user groups

« Pre-packaged roles for ADC, Cert, Security and Automation modules to assign permissions to user
groups
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« Simplifying custom role creation by providing information help against each ACF explaining the
significance of the functionality
» Dynamic rule based resource tagging of newly discovered ADC objects, Certificates based on Query or

using script and assigning permissions to user groups dynamically.

Accessing Quick Config option

To configure RBAC using Quick Config option,

* Click Menu > Settings > General > Authentication > Quick Config option.
 The Authentication stage opens in a wizard flow with the LDAP sub-tab displayed by default. On the
same screen as part of the wizard flow, user groups, roles, and resources stages are displayed at the

top. Click on the respective stage for configuration.
Ways to Access Quick Config Wizard Flow
* Click Menu > Account > User group > Quick Config option.
(or)
* Click Account > Role > Quick Config option
(or)
* Click Account > Resource > Quick Config option.

The Authentication stage opens in a wizard flow with the LDAP sub-tab displayed by default. On the
same screen as part of the wizard flow, user groups, roles, and resources stages are displayed at the top.

Click on the respective stage for configuration.

For detailed instructions to perform the above-mentioned actions, see Platform User Guide.

Authentication

The Quick Config option in Authentication sub-tab within the Settings > General tab enables you to
configure and manage authentication for Lightweight Directory Access Protocol (LDAP), LDAPS (LDAP
over SSL), TACACS, RADIUS, and Single-Sign on accounts. It also allows you to set the order levels for
the three different types of authentication and to restrict users to a single session, if necessary.
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LDAP

To configure the settings for LDAP or LDAPS authentication, complete the following steps:

1. Click Menu > Settings > General > Authentication > Quick Config option.
The Authentication screen opens with the LDAP sub-tab displayed by default.
2. Click on Configure LDAP and configure LDAP form appears in a popup.

Configure LDAP x

General information

* Host
* Port

oars 1D

Upload certificate

Bind DN
Bind password

Authorization

LDAP Sync

Test connection

User search @

3. In the Host field, enter the host address of the Active Directory (AD) server.

The port for LDAP is displayed by default. It can be modified if necessary.

4. If you want to configure LDAPS, enable it by clicking the (Enabled) button. The port for LDAPS will be
displayed automatically. You can modify it if necessary.

5. The Upload certificate field enabled only when the LDAPS is enabled, and then click the Browse
button for the certificate you want to import.
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In the Bind DN field, enter the full distinguished name (DN), including common name (CN),

of an Active Directory user account that has privileges to search for users. For example:
cn=manager,dc=sample,dc=com The Bind DN user, such as Administrator, is the username
associated with the Bind DN user account. The Connector creates a corresponding user account as
an administrative user in Application Manager. You use the username for this account to log in to
Application Manager as an administrator. In AD DS, the Bind DN entry must be located in the same
branch and below the Base DN.

7. In the Bind password field, enter the password associated with the Bind DN user account.

8. You can enable Authorization to perform the validation on LDAP, leave it disabled if you want to

10.

11.

12.

13.
14.
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perform the validation locally.

. Click the Test connection button to ensure that the given host address is reachable and the port is

valid for configuring either an LDAP or LDAPS. If the connection is successful, the following message

is displayed: Test connection Success.

Note:

* You can test the connection of LDAPS only when you save all of the configuration details.

+ Bind DN and Bind password details cannot be validated through a test connection.

In the Search base field within the User search region, enter the name of the search base object

that defines the location in the directory from which the LDAP search begins. For example:

ou=APPVIEWX,dc=sample,dc=com An LDAP search has the potential to retrieve information about all

objects within a specific scope that have certain characteristics.

In the Search filter field, enter the filters you want to use to select the entries to be returned for a

search operation. These are most commonly used with the LDAP search command-line utility. For

example: uid={0} The difference between uid and sAMAccountName is that uid should be unique

throughout the directory name space, while sSAMAccountName is only guaranteed unique within the

domain. If the AD tree has several domains, there is no guarantee of uniqueness across domains.

In the User return attribute field, enter any special user attributes, such as displayID, that you want to

synchronize between the local and global catalogs. Attributes associated with this type of entry can be

specified, such as using the common name (CN) attribute to search for people with a specific common

name.

Click the Test query button.

On the Test query input screen that appears,enter the following to perform the search query validation:

* In the Test username field, enter any username available in the LDAP or LDAPS server that you are
trying to configure.

« In the Test password field, enter the password associated with the username.



15.

16.
17.

18.

19.

20.

21.
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« Click Proceed to check if it is a valid user.

Note: You are allowed to check the query response for User search and Group search only

when the connection is valid.

The next three fields on the tab, Group search base, Group search filter, and Group return attribute,
are related to those in steps 6—8 above. The difference is that they search and fetch group
membership details and also provide authorization for the group the user is associated with.

For example, enter ou=secgrp,dc=sample,dc=com for the Group search base, 'member=* for the
Group search filter, and cn for the Group return attribute.

[ Note:

The search filter 'member=*" matches any entry in the directory. Since every entry is a

member, and the member attribute is always indexed, this is a useful search filter to return
every entry.

- J

Click the Test query button to check if it is a valid group.

In the Authorization map field, select how you want to map the return attribute:

+ Select the User group radio button to map the attribute to the user group.

« Select the Role radio button to map the attribute to the role.

Click Save to save the LDAP or LDAPS configuration and have it added to the list at the LDAP
Inventory table.

( Note:

* To delete an existing configuration in the LDAP inventory table, select the required LDAP

configuration using the Select checkbox nearby the respective configuration — click on More
Actions and from the drop down options click the (Delete) button for the configuration.
+ To update an existing configuration in the LDAP inventory table, click on the Host Hyperlink,

modify LDAP popup appears — update the required details — then click on Update.
N /

In the table, click Fetch user groups which exist as second column to view the user groups available
in the AD and create or map them with the existing user groups in AppViewX.

In the popup screen that appears, fetch user groups specific to a user option selected by default, then
type the username of an AD user.

To pull specific user groups by user group name from AD into AppViewX based on specific patterns/
keywords/code, select Fetch User groups option, then type the user group name in AD.
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- Either an exact group name or using a wild character search(asterisk (*) - Matches any number of

characters. You can use * anywhere in a character string)

» Example: To search User groups names containing ‘admin’, type user group name as ‘admin®’ in the

search text box. All the user groups names containing admin in AD will be retrieved.

22. Click Fetch. A table containing the AD group names and their corresponding AppViewX user group

23.

24,

25.

26.

102

names is displayed.

AD group name

ount Operatars

aplcation Group

Cryptographic Operators
Detault

' ¥ L

B Savelo ADpvkwe £ Morcachions + || €0 Refiresh

AppViewX group name
A 1 Operators

d Replication Group

Bruz
BrucomGreupd
Cert Pubizhers
Certihic FOOM ACCEES
Cryptodraphic Operatars

Default

to AppViewX button.

Select the AD user group(s) that must be created with the same name in AppViewX and click the Save

You can also select the AD user group(s) to be mapped with the existing AppViewX user group

and click the More Actions — Create Map option in the dropdown — select the required existing

AppViewX user group to be mapped from the Mapping user group popup — then click on Save.

Selected AD user group(s) will be now mapped to the existing AppViewX user group and the same

mapping will be reflecting AD group names table.

You can also export the specific fetched AD groups by selecting specific AD groups — click on More

Options — Export— From the export user groups popup, select Selected group(s) option and click

Yes — selected user group(s) should be automatically exported in .csv format.

You can also export all the fetched AD groups by clicking on More Options — Export— from the

export user groups popup, select All user group(s) option and click Yes — All user group(s) should be

automatically exported in .csv format.

TACACS
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The AppViewX system allows you to add more than one Terminal Access Controller Access-Control
System (TACACS) server for authentication.

To configure the settings for TACACS authentication,

. Navigate to Settings > General > Authentication > Quick Config.

. Click the TACACS sub-tab, and then click on Configure TACACS button.

. Enter the name of the TACACS authentication server in the configuration popup.
. Enter the IP address for the TACACS authentication server.

. Enter the port for the TACACS authentication server.

o O~ W N P

. Click the Test connection button to ensure that the given host address is reachable and the port is
valid for configuring TACACS.
. Enter the secret key text string that is shared between the TACACS server and AppViewX.

~

8. Enter the kind of network service that will be used: for example, PPP.
9. Enter the kind of protocol that will be used. In most cases, this is IP.
10. Enter the role key, which is the return attribute from the TACACS server: for example, Role.
11. Click Add to save the TACACS configuration in the AppViewX system and have it added to the list at
the TACACS Inventory table.

( Note:

* To delete an existing configuration in the TACACS inventory table,

« Select the required TACACS configuration using the Select checkbox nearby the
respective configuration.
* Click on More Actions.
« Click the (Delete) button from the drop down option.
 To update an existing configuration in the TACACS inventory table,
* Click on the Server Name Hyperlink.
» Modify TACACS popup appears.
» Update the required details.

* Click on Update.
N /

12. To disable a server configured,
+ Select the required TACACS configuration.
* Click on More Options.
+ Select the Disable option from the dropdown to disable a configuration, which is currently in enabled
status.

13. To enable a server configured,
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* Select the required TACACS configuration.

* Click on More Options.
« Select the Enable option from the dropdown to enable a configuration which is currently in disabled

status.
14.
15.

change the order of TACACS servers in use in the system.

Order will be automatically saved.

Role Based Access Conrol

(Optional) Repeat steps 2 through 11 to add more TACACS servers to the system.
(Optional) In the servers inventory table, click and hold a server name and drag it up or down to

(@)
@

LDAP TACACS RADIUS SAML

Server name

Order

O

Enable External Authentication or Single sign-on for the users.

Port
5004
5004

IP address
1111
1345

O

Status
S Enabled

& Enabled

10202
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Chapter 7: Control Center

« Qverview

Before you begin

Search
View the Object Details
View Additional Detalils of Search Results

Bookmarks
Filter ADC Search Results
Export Search Results

Orphan Objects

Right click actions

Overview

Control center module is a centralized object repository which allows the user to manage and monitor the
objects. To manage and monitor the objects AppViewX provides some basic action in right click of object
in control center. The objects will be categorized into three types based on which the right click actions

may vary.

« Primary objects - Objects that are used in load balancing. These objects have access permission at
individual level. For example in F5 objects like wide ip, pool, pool member, server are considered as
primary objects.

» Orphan objects - Objects without parents will be considered as orphan objects. For orphan objects
AppViewX allows the user to provide access in global level not at individual level. For example, an F5
pool that is not associated with wide ip will be considered an orphan pool.

» Secondary objects - Objects that are associated with primary objects but which do not directly
participate in load balancing are called secondary objects. AppViewX provides global level access
permissions for secondary objects. For example monitors, profiles, etc., Where monitors are used to
monitor the health of the servers.
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Control Center

Before you begin

« Devices that the user wants to control should be added to AppviewX.

» Users must have the ACF permissions to access the Control Center. Users should also have the object
level access (ACL) in the resources.

« To perform actions on objects users should have proper ACF permission and ACL permission.

Search

The App Search module displays a centralized object repository from the Control Center that allows you
to search for and then monitor and manage all the entities, configurations, or objects of the ADC devices.
Control Center provides a holistic NOC overview for app teams and network teams to quickly search and

monitor application services based on RBAC in a visual intuitive topology view.

Frequent searches

com/a/NYC_f5-gtm-Itm/F5

ecomm.appv

insuranceapp.appviewx.com/a/NYC_f5-gtm-ltm/F5

ecom
insu
vs_bankingapp.appviewx.com_80/192.168.145.119:80/NYC_f5-gtm-Itm/F5

bmmon/vs_nyc_insurance.appviewx.com_80/192.168.145.123/NYC_f5-gtm-Itm/F5

/Common/vs_lon_insurance.appviewx.com_80/192.168.145.124/NYC_f5-gtm-itm/F5

banking

In App Search module, the Control Center acts as a search engine inside the AppViewX to search and
monitor any Application in your infrastructure. From the app search, any application-related details can be
searched/found the complete infrastructure details and services supporting the application. The Control
Center within the App Search module also provides better insights into the configuration, state, and

performance of the application and helps to troubleshoot application outages more effectively.

To use the Control Center within the App Search module, the following prerequisites must be met:
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» Each device you want to control must have been a managed entity in AppViewX.

A role and resource must have been assigned with the appropriate device/object level that you want to
control. However, for the orphan and secondary objects, global access must have been provided.

» Search Using Free Text Entries
 Search Using Frequent Search Links

» Search Using Predefined Search Keys

Search Using Free Text Entries

This is the most common type of search. You can enter text in the search field and press Enter on your
keyboard. The following search features and functionalities are supported:

- Case insensitive keyword and string matching. For example, the search result for F5 would be

f5_86.appviewx.com.

» Exact match search strings through the use of double quotation marks around search terms. For

example, "gs-f5-pe21.lab.appviewx.net".

- Entering only the application name in the search field is enough to find all the hierarchical details related
to it.

» Boolean AND and OR operators:

« AND Operator - search results contain both terms that existed in the search query. For example, gs-
f5-pe2l.lab.appviewx.net AND default.

* OR Operator - search results contain one or both terms that existed in the search query. For
example, gs-f5-pe2l.lab.appviewx.net OR default.

« AND and OR - When a Boolean AND operator and an OR operator exist in the same search string,
the AND operator is executed first by default. For example, gs-f5-pe2l.lab.appviewx.net AND gs-f5-
pe5l.lab.appviewx.net OR default.

If parentheses appear in a Boolean query, the query components within the parentheses are
executed first, followed by the query components outside the parentheses. For example, (gs-f5-
pe2l.lab.appviewx.net AND default) OR 3.4.5.6.

For example, typing only the application name in the search bar is enough to find all the hierarchical

details related to it:



Control Center

ADT
Parerd abject Child 1 Child 2

OB sppica - nre '] Je— . P

Search Using Frequent Search Links

The App Search screen displays a list of frequent searches immediately below the search field. Click
any of the items in the Frequent searches list to search the AppViewX platform for that word, phrase, or
character set.

In the ADC search results screen, click the vertical ellipse button next to the search bar and select

Frequent Searches to view a list of frequent searches.

Search Using Predefined Search Keys

AppViewX provides a set of predefined keys specific to each ADC vendor to help the search operation.

The types of predefined keywords are:

* All keywords
* Vendor-specific keywords

» Logical operator with keywords

The predefined search keywords can be used to create highly targeted search queries. To create a

search query, see create a search query.
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« All Keywords
« Logical Operator with Keywords

* Create a Search Query

All Keywords

These keywords are generic to all ADC vendors and help searching objects irrespective of vendors.

Search keys Operators  AND OR
ADC All keywords AVI keywords Akamai keywords F5 keywords
Object DNS FQDN Monitor Property GTMMonitor LTMRule LTMPersistence
Device DataCenter GSLBService Rule GTMRule LTMPolicy GTMDataCenter
DisplayName Orphan GSLBSite GTMTrafficRecord  LTMClass
cate P VirtualService GTMTrafficRegion  LTMTrafficClass
rewall Application Datascript VirtualAddress LTMRateClass
Partition IPGroup LTMVirtual Server LTMProfile
A Vendor Profile LTMServer LTMMonitor
Pro:
-~

Frequent searches

device:akamai
Object:device
Object:test/live_auto_vipp/192.168.41.185:443/self_device/testauto_pool/F5V13_StandAlone_Dashboard/F5V13__StandAlone_Dashboard/F5

server

Sample Search Keywords

Common -
Description
Keywords
Object: Search for objects using the name.
Device: Search for objects from a particular device managed in the ADC inventory.

Displayname: | Search for objects using the Displayname.

Displayname represents the naming format of your objects that needs to be followed
throughout the application. Refer <displayname section>

IP: Search for objects using the IP address.

Eg: Objects like Virtual Servers, Pool members that belong to a particular IP can be
searched.

Application: | Search for objects associated with an Application name.
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Common

Description

Keywords

AppViewX tags all the hierarchical objects of an Application using the WidelP name as a
tag during every config fetch.

Partition: Search for objects from a device partition or tenant or context.
Vendor: Search for objects from a particular vendor (F5, AVI, etc.,)
DNS: Search for objects using their DNS name.

AppViewX performs a scheduled (twice a day) reverse lookup for the objects that
contain an IP address in it and persists the DNS name of the objects.

Datacenter: | Search for objects from a particular Datacenter. Datacenter name information should
have been provided at the time of device addition.

Orphan: Search for objects that do not have Parent association. Objects like GTM/LTM pools that
are not associated with WidelP/Virtual Server will be considered as Orphans.

Logical Operator with Keywords
The common keywords and Vendor specific keywords can be combined with any Logical operator.

Sample Keywords

Keywords Description

virtual server:* AND device: F5_v11 The list of virtual servers available in the F5_v11 device.

device: F5_v11 AND virtual server:* | The list of virtual servers in the F5_v11 device that uses the IP
AND 1P:192.168.96.101 address 192.168.96.101 is identified.

Create a Search Query

To create a search query:

1. On the Search screen, click the (Expand) tab at the bottom of the search field.

2. The field expands to display a list of search keys available for the ADC.

3. For each metadata type, you add to the search query, enter a value or partial value to search for. If you
enter no text after the search key, the search engine automatically searches for "all values.”
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4. (Optional) Click the AND and OR operators at the top of the Search keys field to create Boolean
searches.

5. When you are finished creating the search query, click inside the search field, then click Enter on your
keyboard to run the search.

View the Object Details

1. The object details are represented in the form of a tabular with additional information as follows:

Description Default?
State State of the objects. Yes
Status Status of the objects. Yes
Object name |Based on the display name configured. Yes
(mandatory)
IP address The IP address of the objects. Yes
Port Port of the IP address. Yes
Object type | Type of object. Yes

Config data | Configuration of the objects is displayed in a Pop upon clicking the link. | Yes

Device name | The device name of the object. On clicking, the user is redirected to the | Yes
device addition page.

Vendor Vendor of the object. Yes
Device IP or FQDN of the device. The user is redirected to the device login on | No
IP/FQDN clicking.

Connection | Display the live connection count of the objects if applicable. No
count

Partition Partition/tenant/context of the objects if applicable No
DNS name DNS resolution of the objects if applicable. No

2. In the search results field, hover your cursor over the result whose basic details you want to view.
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* Filter the Objects
« Infrastructure View
Filter the Objects
To filter the objects in the Infrastructure view,
1. Run a search.
2. Click the filter icon located at the first cell of the table.
3. The filter options are enabled in the header of the table.
4. Select and/or enter the criteria to filter the objects.
The objects that match the filter criteria are displayed.
~

( Note:

been applied for filtering the objects.

» To remove the filter option, click again the filter icon.

» To reset the filter criteria that have been applied, select and/or remove the text that has

Infrastructure View

Only the ADC objects corresponding to your search criteria are displayed and not its hierarchy (such

as a parent, child 1, and child 2). By clicking the

Application view.

(Infrastructure view) button to switch from the
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« Filter the Objects
* View the Object Details

Filter the Objects

To filter the objects in the Infrastructure view,

1. Run a search.
2. Click the filter icon located at the first cell of the table.
3. The filter options are enabled in the header of the table.
4. Select and/or enter the criteria to filter the objects.

The objects that match the filter criteria are displayed.

( Note:

» To remove the filter option, click again the filter icon.

» To reset the filter criteria that have been applied, select and/or remove the text that has
been applied for filtering the objects.
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View the Object Details

1. The object details are represented in the form of a tabular with additional information as follows:
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Column -
Description Default?
name
State State of the objects. Yes
Status Status of the objects. Yes
Object name |Based on the display name configured. Yes
(mandatory)
IP address The IP address of the objects. Yes
Port Port of the IP address. Yes
Object type | Type of object. Yes
Config data | Configuration of the objects is displayed in a Pop upon clicking the link. | Yes
Device name | The device name of the object. On clicking, the user is redirected to the | Yes
device addition page.
Vendor Vendor of the object. Yes
Device IP or FQDN of the device. The user is redirected to the device login on | No
IP/FQDN clicking.
Connection | Display the live connection count of the objects if applicable. No
count
Partition Partition/tenant/context of the objects if applicable No
DNS name DNS resolution of the objects if applicable. No

2. In the search results field, hover your cursor over the result whose basic details you want to view.
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* Filter the Objects

« Infrastructure View

View Additional Details of Search Results

There are two ways to view additional details about search results and the method varies depending on
the type of object you are viewing:

» Topology View: Clicking the object takes you to topological screens that provide much more
information about the corresponding object than is displayed on the search results screen.

« ADC Topology Actions: ADC primary and secondary object search results can be right-clicked to
view the list of actions available for them.

* Topology View

Topology View

When you click a search result for a primary ADC object either from the Application or Infrastructure
view, a topology view opens, providing a detailed, hierarchical map of the structure of the ADC. The
following are the sample ADC topologies within the Control Center.

For example, read the topology view: GTM > LTM > Pool > Pool mem...

 Server Load Balancing (SLB) Virtual Server Topology
« Virtual Server IP (VIP) under VIP Topology
« Virtual Server (VIP) under Wide IP Topology



Control Center

« Virtual Server (VIP)/SLB Topology
» Wide IP/GSLB Topology

Server Load Balancing (SLB) Virtual Server Topology

Citrin 11,82
O I SLELWS. VT 1_UIDP_MOMAGdresss e/ 202 232 333 1 ELTRI W1 8 _B2/Ckns .
Meinoa s Conress, ¥ Farugieriie. | NOND T

O I S 56 BRSOkt e e U W | AT

2O W ELE Sereer Vi (DR _ROMAL e

Virtual Server IP (VIP) under VIP Topology

de_test-123*com all| testicom

B OB vip1/3.4.556:80/dc_test-123*com all |test'com/Abseco tcp 0%
B O B p1ide_test-123*com all | testicom/Absecon test| 123*123 o
LbMode  rognd-robin v ServiceDown | none ]
B OB mnode:B0 2001 :0bE 85a3:8ae:0:0.80/p 1 Ade_test-123*%cx n 1 0

L]
de_test-123"com all| testicom
B QOB vip2/2001:db8:85a3:0:0:8a2e:0:0:B0/dc_test-123%com ... tcp 0¥
B O B AutoTest_CommanPartition_Pool_0./dc_test-123%om a 0¥
LbMode | round-robin v ServiceDown | none L]

B & B AutcTest_CommanPartition_Server 018001 31.31.04148. 1 i3

Virtual Server (VIP) under Wide IP Topology



Control Center

192.168.41.233

£ O W pool-2/a/192.168.41.233/dc1/FS

:n Order: Bits: Packets:
CurrentConnections: TTL: 30 Preferred:
round-robin  Alternate: round-robin

Fall Back: return-to-dns

192.168.41.233

= O W /Common/avi_vsi1.2.1.2:80fgs-f5-. ..

ml  Order: 0 Bits: Packets:

CurrentConnections:

192.168.41.233
= Om avi_vs/1.2.1.2:80/192 168 .41 233/dc LUFS tcp 20
= l:] W test_pooli192.168.41 233/dcliFS o
v [round o pencepenn
= G B 1.1.11:B0/1.1.1.1:804est_pool/192. 168.41 233MdcliFs 1 m op &0
TEE VSRAL TN
i IOV T T B YRR VRS -y FO
O B VipRoar WIVOWMARE PERE 11RTE Za
Lisklody | zuncrobie w TervcaDosn | Sewci Jarvcebewn W
BB 212 e Reaifo IARTIICIGLNYS.. | on 20 | | I 2110 e pRecifor IDAMP I, | o @0 | B 11208 Ve RcPoaifor BRI IERAE T 1 = Fe
B 1 01 et P P 51 1AL B [ ] T FRERFRES CEoe e o B ER LN LR 1 o FE B L1008 A peFee_ S SO R 18R 45 11 1= 2
B oW 2z sl PR LN 0 on @0 | 2 ke o AT LT 1 n 0 | B 2 e pRostr MU IR T 1 =
B8 02 e [T LA T on @0 || 24 TR I IEALTE. 1 n 0 | S L P ST A TR 1 o
B g 215 L ol Far L WSt o0 20 || 2 A ettt AT IR, | n g | B 2t enapRoFor MIMAWIAL TERILTY 1 =
112 TR ool For TR IRREEIE. 1 o A0 || D AL N pReaior ML 1 D | T D N sPoctfor MINUWTEZ MG 1 = @
UL 1 BRFRFRE IR A g T e i e R S ] U 1 FERRERE LT mg L T U LR L RN T ] LR 1 FREREEE Lot s T LR T R T R |
L 1 BEREFT R R AT RS B LR [ 1 BRSPS LRI R PRSI LR L 1 FRRRFS e LR TR TS R |
H g B iz istoofo ITAWTIRISLA M. | o @0 || D Bania syt IBUWTILIEATIE. 1 n #o

117



118

Wide IP/GSLB Topology

192.168.137.110

LEMode: global-availability

192.168.137.110

= ® B ss8AParentucom/azaal! 92.168.1...

n 32 QOrder: 0  Birs: Packets
CurrentConnections: TTL: 30  Preferred:
round-robin = Altermarte: round-robin

Fall Back: return-to-dns

192.168.137.110

& O W SET1_SDET_DB_F5V12_GTM_CP_C...

&= O M SET1_SDET_DB_FSVi2_CP_GTM_...

:n 30 Order: 0

Bookmarks

AppViewX allows the user to bookmark the frequently used search items.

» Create a Bookmark

» Delete Bookmark

Create a Bookmark

Control Center

If any search strings or search queries are repeatedly used, it can be bookmarked for future access.

To create a bookmark for the ADC frequent search items,

1. Click the = Menu > ADC+ > TRAFFIC MANAGEMENT > App Search.

The Control Center search screen appears.
2. Run a search.
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L]
3. On the search results screen, click the * button next to the search bar.

4. Click the | T | button to create a bookmark folder.

5. Click the ‘ﬁ' button on the search bar. A pop-up message will be displayed at the top of the screen,

Bookmark(s) created successfully.
6. On the Bookmark Added pop-up screen, enter a name for the bookmark to help the users identify it.

w i

Bookmark Added

Name: (gs-f5-pe2l.lab.appviewx.net AND default) OR 3

Faolder: MySearch w

=N
os-f5-ps

7. Select the folder to which you want to add this bookmark from the dropdown list and click Done.

Note: If you want to delete the bookmark, click the Remove button. A pop-up message will be
displayed at the top of the screen, Bookmark(s) deleted successfully.

Queries that are frequently used are added to the frequent searches by default and the top 10 queries

can be accessed in a single click as below:
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device:F5V14 $
Wi

device:F5V11_Standalone

: <
= "gs-15-pe2l.lab.appviewx.net” <

pool-2
O

gs-fo-pel5.appviewx.com

(gs-15-pe2l.lab.appviews.net AND default) OR
3458

Device:F5V14
device:F5V15_HA

(gs-15-pe2l.lab.appviewx.net AND defaullt) OR
3456

Bookmarks

Delete Bookmark

Follow the below steps to delete a bookmark.

1. Log in to the AppViewX application with valid credentials.
2. Select Menu > Control Center.

3. Run a search.

4. In the grid / infrastructure view click on More Options button(3 vertical dots) next to the search bar.

desice 152 163,113, T8 SN0 vendor F5 AND LT riual Serer. fkm Acive o«
o
AT Sarver caniica Cllant cemHicans Code slgning camificacs Flrewall WAF Prroony 58H
Parent abjec Child 1 Child 2
# B conpuscorngonec Iz T LTH © B Compesonhpce ez G B e Cond g et 159200 LM Mede Td_D0L SIS 258 011 00 BT orapaaesa sbgDlpect g
11 Fuois, 1 Fool Membens)
O I 0 wali1345 BIHYIE0. LR 112 TS OB sy 717187 160 102 TSR O B S 6 S R 55 T e S LT 1 P
11 Fuois. 1 Pool Members) '
© B Dot R 24440 TBR 11117 MFE
10 Foois. 0 Pool Members)

5. Mouse hover the folder name under the bookmarks menu.
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6. Mouse hover on the bookmark name and the delete button will be displayed.
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7. Click Delete.

Filter ADC Search Results

To filter ADC search results within the Control Center:

1. Run a search.

2. On the search results screen, click the Active drop-down option.
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des! ns @ al v 3
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data appv
(2 Data Centers, 2 Servers)

Proxy

ADC  Server certificate Client certificate Code signing certificate Firewall WAF
Parent object Child 1 Child 2

W 1010101

SSH

B M & @ 1-190f 19

Active =

NYlcreateprop avxlab net akadns net/akamai/Akama

£89.87.7.7/Chennai/data appviewxtest akadns. net/akamai/Akamai

3. Select one of the three filter options in the dropdown list that appears:

« All - View all search results, regardless of status.

« Active - View search results for objects with a status of Active.

- Stand by - View search results for objects with a status of Standby.

4. The screen then refreshes and filters the results on both the Application view and Infrastructure view

based on the filter you selected.

Export Search Results

When you search for the objects in the Control Center, the objects that match the search keyword are

displayed in the Application view. The resulting objects can be exported. You can export the selected

objects or all the resulting objects.

To export objects search results within the Control Center,

1. Run a search.

By default, the search results are displayed in the

-

(Application view) page.

2. Click the checkboxes beside the object name to select the object details that you want to export from

the grid or select all of the ADC objects by clicking the ad (Select all) button in the Command bar.

3. All of the search results on the screen display with a blue background to indicate that they have been

selected.

4. Click the

The .csv file is downloaded to your computer.

5. If you want to export the search results displayed on the infrastructure view,

(Export) button in the Command bar.

(Infrastructure

view) button to switch from the Application view search result page and do the following:
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« Select the checkboxes beside the first column of the grid to select the object details that you want to

export from the grid. You can select all of the objects from the search results screen by selecting the
first checkbox in the grid.

* Click the

» On the Export screen that pops up, select either the All columns or the Displayed columns radio
button based on what you want to export from the grid.

(Export) button in the Command bar.

The .csv file is downloaded to your computer.

Orphan Objects

Objects without parents will be considered as orphan objects. For example, an F5 pool that is not
associated with wide ip will be considered an orphan pool.

There are two ways to view the orphan objects in the Control Center.

* Using Orphan Keyword

* Using Orphan Objects Button

Using Orphan Keyword

1. Log in to the AppViewX application with valid credentials.
2. Select Menu > Control Center.
3. Expand the keywords tab.

4. Click on Orphan keyword from the all keywords section and click enter.
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Using Orphan Objects Button

1. Log in to the AppViewX application with valid credentials.

2. Select Menu > Control Center.

3. Run a search.

4. From the grid / infrastructure view click on the Orphan Objects button.

Control Center
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5. In the grid view, the parent column will always be empty for the orphan object.
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Right click actions

AppViewX provides some right click actions for objects in all the views. Users can do right click action on

individual / multiple objects. The actions that appear on the list may vary depending on the object type

and the vendor.

1. Log in to the AppViewX application with valid credentials.

2. Select Menu > Control Center.

3. Run a search.




Control Center

» Executing From Application View
« Executing From Infrastructure View
» Executing From Topology View

» Actions

Executing From Application View

» Users can do right click actions on individual object level in grid view. To do an action on an individual

object right click on the object.
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» Users can do right click actions on multiple objects level by selecting the objects using the Select button
near the object. After selecting the objects do a right click. When the user clicks on a particular action

the actions will be applied only for the applicable actions from the selected objects.
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» Users can do right click actions on all the objects in the page. When the user clicks on the Select All
button in the top right corner and then right click on the objects. When the user clicks on a particular

action the actions will be applied only for the applicable objects from the selected objects.
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Executing From Infrastructure View

» Users can do right click actions on individual object level in grid view. To do an action on an individual
object, select a single object and hover on Actions.
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» Users can do right click actions on multiple objects level by selecting the checkboxes of the object. After
selecting the objects hover on Actions. When the user clicks on a particular action the actions will be
applied only for the applicable actions from the selected objects.
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» Users can do right click actions on all the objects in the page. Users can select all the objects by
selecting the Select all checkbox (first checkbox in the grid). When the user clicks on a particular action
the actions will be applied only for the applicable objects from the selected objects.
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Executing From Topology View

From topology view users can do right click actions on individual objects. To do an action on an individual

object right click on the object and click the required action.
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182.168.42.150

E ® B GTMWidelPAAAAVTPURderwidel. ..

BMode Enable

View

Backup & 3 4

182.168.42.150 192.163.42.150 182.168.42.150

cad

B O B GTMWidel PAAAAWIhGTMPoGIC ... E QO N GTk B @ B GTMWidel PAAAAYIPUnderWidel...
remConnections: TTL: 30 Preferred CurrentConnections: TTL: 30 | Preferrad CurremtConnections: TTL: 30 Preferred
round-robin |~ Alternate; round-robin round-robin - Alternate: round-robin round-robin - Alternate; round-robin
Fall Back: return-io-dns Fall Back: retwrn-to-dns Fall Back: return-io-dns
192,158 .42 150 :
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2 Order: O Bits: Packe

Below are the right click actions supported in AppviewX. Basically they fall under two categories.

» Write actions : These actions will change the configuration of the object in the device and the
respective changes will get updated in AppViewX also. Whenever the user triggers the below actions
user will get a Comments box for most of the actions, where the entered comments will be maintained
in auditlog. To perform the action users should enter a valid comment in that and then click Yes.

» Enable

+ Disable

* Force down

* FD clear active connections
» Enable all

« Disable All

* Forcedown all

» Enable persistence
« Disable persistence
 Restore object

« Clear persistence

» Read actions : These are the view actions. This will not modify any configuration.
» Compare config
« View source connections
* View persistence

» Backup device
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* View graph
« View config
* View log

* View Alerts

Actions

Action Description

Enable

Control Center

Enables the Object.

Disable

Disables the Object.

Force Down (Specific
for F5)

Force down the object.

FD Clear Active
Connections (Specific
for F5)

Force down the object and terminate all the current connections.

Graceful disable
(Specific for AVI)

Disable the object only when all the current active connections are closed

either by server or client.

Compare Config

Compare current and /or archived configurations of objects with the same

name.

View Source
Connections (Specific
for F5)

View the active connections for VIP and LTM Pool.

View Persistence
(Specific for F5)

View the persistence for VIP and LTM Pool.

Clear source
Connections (Specific
for F5)

Clear the persistence for VIP and LTM Pool.

Open in New Window
(Grid / Infrastructre
View)

Displays the topology view of the selected object in the new window.

Backup &
Restore

Backup
Device

Create the backup of the device associated with the object. Backup will be

available in the Default backup group.
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Action Description

Persistence

Disable
Persistence

Restore Restore the object configuration to a previous state.

Object
Advanced | Enable All | Enable all the LTM pool members with the same ip port on the same device.
(Specific | Disable All |Disable all the LTM pool members with the same ip port on the same device.
for F5

) Force Force down all the LTM pool members with the same ip port on the same
Down All device.
Enable Enable or Disable the tracking and storing of session data, which is used to

ensure that client requests are directed to the same pool member throughout

the life of a session or during subsequent sessions.

View

View
Config

View the configuration of the object and its child objects.

View Graph

View the timeline statistics for the object.

View Log

View the log history specific to this object.

View Alerts

View the alerts related to this object.

* View Config

* View Graph

* View Log

* View Alert

View Config

Shows the configuration of the selected object and its child.
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** WideIP - GTMWideIPAAAAVIPUnderWideIP-._42150C0-GTMWideIPAAAAIPVG.com ** =
gtm wideip aaaa /Common/GTMWideIPAAAAVIPUnderWideIP-. 42158C0-GTMWideIPAAAAIPVE.com {
description test.com
disabled

load-balancing-decision-log-verbosity { pool-selection pool-traversal }
persistence enabled
pool-lb-mode global-availability
pools {
/Common/GTMWide IPAAAAVIPUnderwWideIP-. 42150 CO_GTM_Pool AAAA IPVE 081 {
order 2
ratio 2
}
/Common/GTMWide IPAAAAWIthGTMPoolAAAA 42156 CO_GTM_Pool_ AAAA_ BBl {
order 1
ratio 13
h
}

pools-cname {
/Common/GTMWide IPAAAAWI thGTMPoolCNAME_42158_CO0_GTM_Pool CNAME_8@1 {
order @

}

View Graph

Shows the timeline statistics for the selected object. Graph will be available only if the statistics is
configured in the Settings. For more details on settings refer Configuring statistics collection.

When the user clicks on the view graph pop-up will be displayed.

* Statistics - The entries in this list vary depending on the object. when the user selects the different stat
parameters the corresponding graph will be updated.

« Interval - The following time intervals can be selected: Day, Week, Month, or 3 Months. When the
user selects different intervals the graph displayed will be updated to the selected time frame.

View Log

When the user applies the view log action on particular objects, the audit logs related to that particular
object alone will be filtered and displayed.



Control Center

HITHI W I O DR R AR AT T A A2 T DG TR e R AR A o 1 A rﬁ lwdai9
AN Audh Scf Audht Cenfkcate ADC App¥icaid Bysiheg &5H

I ST W PASAANT PUNder e P-._ A2 1500 0-0T W WItel FAASAI VG com I o
* Time Do mame: Objeat desalls Lo category Log message
N 0105 P LHE L9, 67,150 T A Ak r l .47 5
* DRZHZEN OEHLAS PM LEZ108.L2.150 T W PR ADC Tagged applcaton =) - GTMWIde PSS, reeelR- 213000
F LOZ L0E.L2. 100 T W] ADT Tagoed applicatdons) - GTMWde PAAAAIPUInGe WelcelP. £212000
L LOZ LEE.£2.150 ST W, e le Fcllon Ssaius on objoct TR IV IFUnce iWldeIP-. 215000
L 102 168 £2.150 GT W P ADG Acion Smanes on obfect GTMWK e IPAAAIPUNCenidel P~ £215CC0
L Lk 16A.£3. 150 Anc ealion &) - GTMMNRPAAAS IR LInta vWiealP-.
. TR TS5 L T |
. anirnan 1HF 127, 150 ALKz wain ) - G MRS AR, _AR1EED-
F o DREZNI0ED 1ZAT0E PM admin LEZ 168.L2. 150 T Wi | PR A0 & Moification Topology imwokesd on GTRTAde PASANSFLndereideP-,_4213000-G

View Alert

When the user applies the view alert action on particular objects, the alerts related to that particular object
alone will be filtered and displayed.

) wilen 3 Sesnch penils TR R B AR SR e e e e e i ES AR A W H A A E g& 1w2aol2
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» | DEEN20Z0 0L Aeri 000196 Fumy Aution & Trikcol Apolicaion 152.108 42.1° GTWEEIOPAASS  MNA Arijon @i on object GTRIAL..
v DEZER0Z0 0L, Alpr 000164 Ay Acton & Critical Spplicadon 132158 42. 150 GTEEIOIPRAAS A Srron S on objec SThAL..
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Chapter 8: Configuring Dashboard

Before you begin
Default Dashboard

Add Widgets
Dashboard Actions

 Alert Management

Before you begin

Create a Dashboard/Widget

» To configure dashboards and widgets, the user should have ACF permissions.

o Dashboard i

Creaie / Delete
Import (i

Share

v Connected platform (;

Access for Dashboard: Access for ADC Widgets:
Information Authorized functions
Information Authorized functions
»_! Al functions
*~ [ ADpc
- : * [ Backup & Restore G
L3 All functions Aekup & restore
¥ Control center
» Ll Accounts G - Dashboard
» Alert - Application widget
B Add / Delete
y _l CD”EC“DH i Execuie actions (i
» | Command profile G Modify settings

4 Class management widget i
v Default dashboard | Widget ;
y Device heat map widget (i
* Script execution widget
4 Traffic grid widget |

* Traffic statistics widget




Configuring Dashboard

« For adding objects in the widgets, the device should be Managed in the inventory and the user should
have object level access (ACL) in the resources. For performing actions on the object, RW permission

should be provided.

Default Dashboard

TheDefault ADC Dashboard is pre-configured and has a default set of widgets. The widgets are Device
heat map, Top 10 VIPS by Connection, Application Heatmap, Number of Objects, Top 25 Applications by

Connection and Unused Objects Report.

To view the reports related to ADC,

1.Goto = Menu > ADC+ > ADC+ > TRAFFIC MANAGEMENT > Dashboards.
A pre-built ADC Dashboard appears by default.

2. From Dashboard Inventory click on ADC dashboard.

+ §E B H © & lwiafz

Dishbasnd naims D= Parmission Type Wil sl Rypes munilalile St acs B ECEEEY

+ R Dievioe HeatWlop

admin uscrgroup, uscrEnoun_cc_act

[ Note: The default widgets can be viewed, aligned, and/or refreshed and not editable. j

Widgets in Default Dashboard

» Device heat map

Device heat map widget shows the CPU utilization, Bandwidth Utilization and Memory Utilization of

each device managed in Device Inventory.
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Dashboard > < ADC @ w

Device heat map :: Device heatmap ':O‘:' H
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1. Active Device
2. Standby Device

3. Unreachable devices are shown as Grey.

Configuring Dashboard

4. Click on the Device and to get detailed information about CPU utilization.

Memony utilization CPU utilizaton
Logs
DRZANM Action Denies Stattstles on davies F Emar : Souin
12.40:15 Ap e Cummnunsalion for saion lal a2 bl 48301
1
De2ar2020 Action Dowice Slatistics on devios FS_jest falled due o . Emar : Soutt
12:48:17 AN

naund communicatan for action faled [Trarsacdon d @ ceon-2b#asR463A1
|

At Dy Slalrstiog on deivs B3 st ke oue o B
Transzciion i - cron 2bBac36321 ]

Action Doviee Statistos on dovice FS_teet falled cue b . Emar:
Transsctian ki - cron-2hReef4E5A1 ]

[T B e At Diesdiis SIRIETEE on deos FR_BET fais dis . Eiad | St

Banchwidih ulilization

Repans

Device info

EE] Expiry Daie: 2020M0H2L
=' endar: FG
=] sion 18,028 b 1132

Ul 54040 o &8 days

(=L WEEX MOMTH

No Data Available.

Unused Object Report

Unused Object Report shows the number of unused objects over a period of time. Supported vendors are

F5, A10, and Citrix.
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Dashboard » BE Stats Re
Unused Objects Report ¢ i
Week ¥| |F5 v
6067
6K
= 4K
B8
o 2834 2769
5]
@
0
o 2K
23
0
ViIP Wide IP LTM Pool LTM Pool Member
Bvip B wide IP LTM Pool B L™ Pool Member

Top 10 VIPS by Connection

This widget shows the details about the top 10 VIPs.
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Top 10 VIPS by Connection AN
Day v
18721
17280
15K
= 10K
[ ] 5K 4893 4892 4320 1093
HE B
) Bl I s o= ==
v £ ) y o " K e Q
575? fﬁ’q ’ & ® ool o i K, > @ /&Q z‘}\ 3 fQ
£ & & P & N N N >
B VIP Name

Create a Dashboard/Widget

The custom dashboard allows you to manage, monitor, and interpret all the configured applications
and their objects. It provides customizable widgets to get an overview of all the ADC Applications within
the AppViewX platform and manage/monitor traffic from a single screen. Customize your Application
dashboard with predefined and custom widgets as per the business need. You can create dashboard
using any of the following method:

To create a dashboard:

1. Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.

2. If this is the first dashboard you are creating in the system, click the Create Dashboard button that
appears in the center of the screen. If you have already created at least one dashboard, click +

(Create) icon on the top-right or click * (Create) icon.
3. On the Create Dashboard/Widget pop-up window, enter a name for the new dashboard.
The name must not contain spaces in it.



139

Configuring Dashboard

Create dashboard / widget x

* Dashboard name: Certicate_Reports

* Select solution: Certificate i

 Widget type: @ Custom Default

* Select widgst: Custom reports =

* Widget nams:  [Certificate Reports

4. Select a solution from the Select Solution dropdown to which you want the widget to be created:

ADC, Firewall, Certificate, SSH or WAF. Select the solution from the dropdown to which you want the
corresponding widgets to be managed: Certificate.

5. Select the Widget Type as Custom or Default.
6. If the Custom radio button is selected in Step 5, then choose any one of the below options from the

Select Widget dropdown:

» Application view — Allows you to group the service objects of a single application. The widget
displays the health of these objects and the number of current connections that the services are
receiving.

- Traffic statistics — Displays a chart showing live and historic performance statistics for individual
device objects.

* Script execution — Saves script files on a local machine and provides easy access to maintain and
execute script commands from within the widget.

« Traffic grid — Allows you to monitor and control the Traffic Percentage of the Applications across
data centers. The status, state, and statistics for applications can be viewed through this widget.

 Class management — Allows you to view and modify the classes associated with iRules.

- HeatMap — Allows you to view statistics for managed, failed, and unresolved devices or device

groups.

. If the default radio button is selected in Step 5, choose the default widgets you want to manage/

monitor in the custom dashboard. Select the default widgets you want to manage/monitor in the

custom dashboard.

8. Enter a name for the new widget that you will be creating on the dashboard.
9. Click Create.

You are redirected to the widget configuration screen, which varies according to the widget selected.

( Note: W
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 The Settings screen for the new dashboard/widget appears. The contents of the Settings
screen vary depending on the type of widget you are adding to your new dashboard.
« All the default dashboards and custom dashboards created are listed in the dashboard
inventory.
- If the Auto Sort Dashboards Alphabetically is enabled the dashboards are listed in
alphabetical order, if disabled dashboards are listed based on the created order.

Add Widgets

Widget can be created in a new Dashboard or existing Dashboard.
« Application View Widget

« Traffic Statistics Widget

* Script Execution Widget

« Traffic Grid Widget

« Class Management Widget

Add Widget in New Dashboard

1. Log in to the AppViewX application with valid credentials.
2. Select Menu >Dashboard > Click on Plus icon.

Add Widget in Existing Dashboard

1. Log in to the AppViewX application with valid credentials.
2. Select Menu > Dashboard.

3. Search for the Dashboard from dashboard inventory and Click on the dashboard name add a new

widget.
4+ 08 BB 0 & ilwld
. I nume Q- ype Wiyl lypes wiuibbis Shoared uw B Svared uw FN
asalas AW Acpicaion view

4. Click Add Widget icon.

A woet
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Configuring Dashboard

Create widget

* Dashboard name

Testlrashboardl
* Select aolution ADC - i
" WidgeT iype: @ Custom Default
" Select widgel Application visw -
" Widget name |

5. Select Widget Type and provide Widget name.

Based on the selected widget type, the corresponding widget settings page is loaded.

Application View Widget

Using Application View Widget , the ADC Primary objects like Wideip, GTM Pool, Virtual servers, LTM
Pool and nodes can be monitored for state and status change and Actions can be performed. The actions
for each object is predefined and can be selected accordingly.

To Create a Group

1. Click on Create Group

2. Provide a user defined group name

3. Parent group can also be selected from the list of available groups added in the widget.
4. Maximum group hierarchy allowed is four.

Dashboard > Dashboard_test > Setting:
Widget Name Description Global Actions
test Description. + Create Group | [@ Delete Group v
Group name x
¥ 0 DefaultGroup
- - Parent N .
Objects(Count: 0) Actions(Count: 0) : Actions associated with DefaultGro... Attributes(Count: 0 lone
=

Add objects at group level, by selecting the add
icon (+) on the group
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To Delete a Group

1. Click Delete Group and select the groups to be deleted.

@ CAUTION: The groups will be deleted with all subgroups and it's configured objects.

Dashboard > TestDashBoard > Settings

Widget Name Description Global Actions

test Description... + Create Group || @ Delete Group v
£ 0 DefaultGroup DefaultGroup

Gl
‘Objects(Count: 0) Actions(Count: 0) : Actions associated with DefaultGro... Attributes(Count: 0 GUSGL

G1/SG1/SG2

Add objects at group level, by selecting the add
icon (+) on the group

Confirmation

Do you want to delete the selected group and its subgroups ?

2. Click yes on the confirmation to proceed the deletion.

To Add/Modify Objects in a Group

1. Click Add/Modify objects on the Default/Created Group

Widget Name Description Global Actions

test Description... + Create Group | 1 Delete Group v

! 0 DefaultGroup + Add/Modify Objects =
Objects(Count: 0) Actions(Count: 0) : Actions associated with DefaultGro... Attributes(Count: 0) : Attributes associated with DefaultGro...
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Confirmation

Do you want to delete the selected group and its subgroups ?

Mandatory Description Validation
Vendor Drop |Yes Vendors of Managed devices from the inventory are NA
Down listed in Alphabetical order.
Device Drop |Yes Available options: NA
State down

Active : Active devices are listed.
Standby : Standby devices are listed.

All : All Managed devices are listed.

Device Drop |Yes Based on vendor and device state, available devices | NA

Name Down are listed.

Object Drop |Yes Based on the vendor, all supported object types are NA

Type Down listed.

Hierarchy |Drop |Yes Based on the Object Type selected the hierarchy is NA
Down listed.

 Based on the objects added, Default actions are selected. Users can deselect the actions

N Xcit + Add/Modify Objects  «
Objects(Count: 3) Actions(Count: 3) : Actions associated with widelp Poo... Attributes(Count: 2) : Attributes associated with widelp Poo...
® GTMPoolMemberAPIENable-102143COGTMWidelP... [ Ename | Activate [ERato
AllPools
Disable / Suspend Order

AllPoolMembers

Set highest priority

 To Delete added objects in a Group, click on the delete symbol next to the object.
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foocl + Add/Modify Objects =

Objects(Count: 3) Actions(Count: 3) : Actions associated with widelp Poo... Attributes(Count: 2) : Attributes associated with widelp Poo...
® GTMPooIMemberAPIENable-102149COGTMWidelP. Enable / Activate Ratio
AllPocls
Disable / Suspend Order

AllPoclMembers

Set highest priority

 Once the configuration is completed an Test Widget would displayed. The test widget contains the

following:
Dashboard > TestC B v
Application view :: test 0 Min ago < H
® DefaultGroup 5 | A |

® B GTMWidelPEnable_102149_CO_GTM_PoolMember_IPV4_001/174.254.255.100:80/GTM. ..

® G1 A

4

O B GTMPoolMemberAPIEnable-102143COGTMWidelPAIPYVA.com/a/F5V13_StandAlone De... ~
O B GTMPoolMemberAPIEnable_102149 CO_GTM_Pool_A_IPV4_001/a/F5V13_StandAlo... -

® B GTMPoolMemberAPIEnable_102149 CO_GTM_PoolMember_IPV4_001r136.254.1...

SG1 A

5G2

a. Widget Name

b. Last refresh time, when the widget is refreshed,the current state and status are fetched from the
device and updated in the widget

c. To search for an object added in the widget

d. Settings options
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e. Collapse/Expand the Group
f. To display the attributes of the objects

Widget Settings:

Dashboard > B TestC B v
Application view :: test o Min ago ¢ q |t Options
@  Description >
® DefaultG
efaultGroup ~ - Coliapse
»
B legend >
® B GTMWidelPEnable_102149 CO_GTM_PoolMember_IPV4_001/174.254.255.100:80 n: 1 | order 0
Y  Filter >
@ GL A[ | = st >
4 £F  Settings
O W GTMPoolMemberAPIEnable-102149COGTMWidelPAIPYV4.com/a/F5V13_StandAlone_De... - 52 Maximize
O B GTMPoolMemberAPIEnable 102149 CO_GTM Pool A_IPV4 001/a/F5V13_StandAlo... -~
® B GTMPoolMemberAPIEnable_102149 CO_GTM_PoolMember [PV4_001/136.254.1... @ Copyto
~ Moveto
SG1 ~
&  Download
5G2
X Delete

a. Description - Description provided for the widget while creating it.
b. Collapse/Expand the Widget
c. Legend - Gives information about representations used in Widget.

d. Filter - Filter the objects to be shown based on status and Click Apply.
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. | Options
@  Description »
=  Collapse
B Legend »
T Filter 3 status Reset
Availableq)
»
- Sor B Offline) 0]
£ Settings Offline but may become available again()
|
L] i
«w Maximize B Unknown / Othersq ]
[E] Copyto B status unavailableg J
~ Moveto
< Download
XK Delete

e. Sort - To Sort the objects in Ascending/Descending order

f. Settings - Settings page of the widget

g. Maximize - To Maximize the widget

h. Copy to - The widget is copied to another Dashboard.

i. Move to - The widget is moved to another Dashboard.

j- Download - Download the widget as csv file

k. Delete -to delete the widget

2. Based on the above filters, available objects are listed. Specific objects can also be searched and

added.
3. Select the objects to be added and click ADD.

Actions on Objects/Groups

Right click on Object/Groups and actions are displayed based on the object type and ACF permissions

assigned to the user.
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Traffic Statistics Widget

Configuring Dashboard

Traffic statistics widget is used to monitor live/historic statistics of objects.

* Widget name

* Live Interval

* Device state

* Object

Vendor

Dashboard > TestDashBoard > Setting

TS_BOFA

MM 4 10

Active

Level

A * Vendor
A * Object type

* Statistics
Add

Value

oo

F5 v

widelp v

Persisted ~

Statistics. Delete

1. Add objects

Mandatory Description Validation
Widget |Text |Yes User defined Name for the | No special characters are allowed,
Name box Widget except' ', , """, "". The name
should not start with a special
character.
Live Drop |Yes Set time interval for live NA
Interval | Down statistics collection.
Vendor |Drop |Yes Statistics supported NA
Down Vendors are listed
Device Drop |Yes Available options: NA
State down Active : Active devices are
listed.
Standby : Standby devices
are listed.
All : All Managed devices
are listed.
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Mandatory Description Validation
Object Drop |Yes Based on the vendor, all NA
Type Down supported object types are
listed.
Object Drop |Yes Based on vendor and object | NA
Down type filter available objects
are listed.
Statistics | Drop | Yes Based on vendor and NA
Down object type filter supported
statistics parameters are
listed.

2. Provide the required information and click Add.

3. Click Save

Dashboard

Traffic statistics :: Test (VIR
LIVE DAY MONTH QUARTER
@ Total Drop...
5.00
0.00
01:26:42 01:27:02

By default Live stats are collected. If Insight is enabled then historic statistics are shown.
Widget Setting:
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Traffic statistics :: Test | (A Options
| == Collapse
-
LIVE DAY WEEK MONTH QUARTER o Settings
Total Drop...
5.00 - : 52 Maximize
B Copyto
4.00
Moveto n
3.00 X Delete

a. Refresh - Refreshing the widget will get live stats for the configured objects.
b. Collapse/Expand - Collapse and expand the widget screen

c. Settings - Configure the settings

d. Maximize - To maximize the widget size

e. Copy to - The widget is copied to another dashboard

f. Move to - The widget is moved to another dashboard.

g. Delete - Delete the widget

Script Execution Widget

Using Script Execution Widget, scripts which can be executed within 5 minutes can be configured and

executed.

Before you begin: Set Timeout in system Settings. Refer Configuring Script Execution Settings

Configuring Script Execution Widget

1. Add Scripts

Dashboare TestDashBoard
* Widget name Test_script Description

* Script label * Action name

* Script input Browse file ® Manual * Execution script

Script argument (i Status script (@

e e | o |

) script label Action name Execution script Script argument Status seript

No records found
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2. Provide information

INENC] Type | Mandatory Description Validation
Widget Text |Yes User defined Name for the Widget No special characters are
Name box allowed, except' ', "', "',

', . The name should
not start with a special
character.
Description [ Text |No Description for the Widget -
box
Script label | Text [Yes - -
box
Action Text |[Yes - -
Name box
Script Radio | Yes Browse file: NA
Input button Script file can be uploaded.
Manual:
Script can be typed in the text box.
Execution |Text |Yes 1.File can be uploaded. NA
Script box or
2. Manual script input can be added.
Script Text [No Arguments for the script can be -
argument | box mentioned with space as delimiters.
Status Text [No The full path of the scripts in -
script box AppViewX servers to update the color
and status message of the bar. This
functionality is used to get the status/
result of a script.

3. After adding all information, click Add and Save
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Execution of Scripts

1. Click on the Play icon and click on the Action Name configured.

Script execution :: Script_test

Labell Success

2. Output logs can be verified using View Logs option.
Traffic Grid Widget
Configuration Steps:

1. Provide widget name

Dashboard > TestDashBoard

| Traffic_grid |

| |
:

google coimbatore
chennai

* Widget name

Data center

Applications

EN =l

2. Add Application Name and Data Centers and click on Add icon

3. Click Save
Sample Widget
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Traffic grid :: Traffic Grid (VIR
2
Coimbatore
e NA
Applicationl
El T o
N NA
Application2
o @ NA o

a. Applications Configured

b. Data Centers added

c. Click on Settings icon to configure objects and rules

1. Configure Availability Status
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1. Provide required information

Dashboarc TestDashBoart

Vendor

Object type

L. vendor
No records found

Availability status(0) Traffic percentage(1) Statistics(0) Rules(0)

5 h * Device state Active ~
widelp v * Object name
Object type Object name
=

Mandatory Description Validation
Vendor Drop Down | Yes Select vendor NA
Device State | Drop Down | Yes Available options: NA

Active : Active devices are listed.

Standby : Standby devices are listed.
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Name Type Mandatory Description Validation
All : All Managed devices are listed.
Object type |Drop Down|Yes All Primary ADC objects are listed. NA
Object Name | Drop Down | Yes Object names can be searched and selected. | NA

2. Click Add and Save

3. Added objects can also be updated by selecting the object in the list and Update
4. Added Objects can be deleted by selecting the object in the list and Delete
After configuring the objects the color representation changes according to status of the objects and

State of the objects are also represented at top right corner of every application.

Traffic grid :: Traffic Grid

Applicationl

Application2

2. Configure Traffic Percentage

By adding objects in traffic percentage, users can route the traffic by changing the traffic percentage.

Dashboard > TestDashBoard > Setl

Availability status(0) Traffic percentage(1) Statistics(0) Rules(0)

Vendor F5 ~
Object type ‘widelp PoolMember ~

Add

. vendor
O Fs
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* Device state

* Object name

Object type
ItmPoolMember

Save

Cancel

Active ~

Object name
10.10.10.1:443/10.10.10.1:443/updateapp-itm-pool/F5V12_StandAlone_Device/F5V12
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1. Provide required information

Configuring Dashboard

Mandatory Description Validation
Vendor Drop Yes Select vendor NA
Down
Device Drop Yes Available options: NA
State Down Active : Active devices are listed.
Standby : Standby devices are listed.
All : All Managed devices are listed.
Object Drop Yes Only traffic controllable objects like pool members [ NA
type Down are listed
Object Drop Yes Object names can be searched and selected. NA
Name Down
2. Select the objects and Click Add.
3. After adding the traffic percentage value is shown on the widget.
Traffic grid :: Traffic Grid <

Applicationl

Application2

Coimbatore Chennai

1%

4. Traffic percentage values can be altered and Applied on the objects.
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Traffic grid :: Traffic Grid

Applicationl

Application2

5. Modify the traffic percentage and click Apply to execute action on the objects added.

[ Note: The sum of all traffic percentages should be 100. ]

3. Configure the Statistics

By adding objects in the statistics tab, stats for added objects can be monitored.

Dashboard > TestDashBoard > Seti
Availability status(0) Traffic percentage(1) Statistics(0) Rules(0)

* Display name Stata
Vendor F5 v * Device state Active -
Object type widelp v * Object name

Statistics type Persisted v
Add
(). vendor Object type Object name Statistics type
No records found

1. Provide required information

Validation

Mandatory Description

Display Text Yes User defined name for stats to be Only 10 characters are

Name Box displayed allowed.
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Name Type |Mandatory Description Validation
Vendor Drop Yes Select vendor NA
Down
Device Drop Yes Available options: NA
State Down

Active : Active devices are listed.
Standby : Standby devices are listed.

All : All Managed devices are listed.

Object Drop Yes All Primary ADC objects are listed. NA
type Down

Object Drop Yes Object names can be searched and NA
Name Down selected.

Statistics | Drop Yes Statistics parameters for selected object | NA
Type Down type are listed.

2. Stats collected for the configured objects are displayed in the widget

Traffic grid :: Traffic Grid ]

Coimbatore

Applicationl

Application2

4. Add Rules For Action

1. Configure Warning for an action
a. Select Rule type as Warning.

b. Set the condition to be checked.
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c. Set the order of execution. Maximum 10 rules can be configured.
d. Provide a warning message to be displayed when the condition becomes true.

e. Click Add and Save.

Dashboard > dashTest > Setlings
Availability status{1) Traffic percentage(1) Statistics(1) Rules(1)
Rule type Warning ~
Traffic percentage type Above ~
* From 40 *
* Order 1 ~
* Message Traffic Percentage is above 40%. Do you want to proceed?
Max 100 chars
(] Rule type Traffic percentage Order Message Actions
Warning Above 40% 1 Traffic Percentage is above 40%. Do you want 0
praceed?

On performing action , the warning message is displayed when the condition is true.

Warning

Traffic Percentage is above 40%. Do you want to proceed?

Yes Mo

2. Configure Restriction for an action
a. Select Rule type as Restriction.
b. Set the condition to be checked.
c. Set the order of execution. Maximum 10 rules can be configured.
d. Provide a Restriction message to be displayed when the condition becomes true.
e. Click Add and Save.

Adding restrictions will not allow the user to perform the action.
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3. Configure action when certain condition met
a. Select Rule type as Action.
b. Set the condition to be checked.

c. Configure Enable/Disable action on objects.

Dashboard > dashTest > Setting

Availability status(1)  Traffic percentage(1) ~ Statistics(0)  Rules2)

Traffic percentage type Above v -
* From %
* Order 1 v

* Message

Maz 100 chars.

Add actions to the rule

Action type Enable - Vendor F3 -

* Device state Active - Object type widelp v

Object name

Adcl

d. Select the Action Type and the object on which action has to be executed.

e. Click Add and Save.

When the condition becomes true, the configured action is executed on the object.

Class Management Widget

Class management widget is used to execute actions on the Data group of F5 devices. The data group
values can be Viewed and Modified.

Configuration

Provide the information

Name | Type [ Mandatory Description Validation
Widget | Text |[Yes User defined Name for No special characters are allowed, except' ',
Name |box the Widget YT, S The name should not start with a

special character.
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Name | Type [ Mandatory Description

Select |Drop |Yes 1.Create Group NA

task Down Create a new

Group.Default Group
would be the Widget

name.

2.Modify Group

Modify the groups added.
3.Create Action

Create View/Modify action
4.Modify Action

Modify the configured

Configuring Dashboard

Validation

actions.
Group |Drop |Yes List of groups added in NA
Down the Widget.
Name |Text |Yes User defined name for NA
box Groups/Actions.

Create Group

Select task as Create Group and Provide a Group name and Click Add.

Create Action

1. View Class
a. Select task as Create Action.
b. Select View Class in Actions.

c. Select the group and provide Action Name.




160

Configuring Dashboard

Dashboard > TestDashBoard > Setting:

v * Actions View Class

- * Name

* Widget name Test_Class
Select task CreateAction
* Group GL
Class

Retrieve from

M Runtime Value

d. Search the data group name in Field Class.

The list of devices are listed in Retrieve From.

Class

Retrieve from

Group name

/0] Test_Class

(e c1

sdet_fov

app/F5V12_StandAlone _VV

5V12_StandAlone_VVIF5

mages/F5V12_StandAlone VW/FSWV12_StandAlone VWIFS

SV12_StandAlone_V

|_addressclass/F5V11_Standalone_device!

_addressclass_upload/F5V11_Standalone_d

sdet_fovll_op_external |

11 op_external_intclass_upload/F5Y11 Standalone_device/FSV

oriet AUl nm avtar

5WV11_Standalone_device/F5V11_Stan

nal etrinnrlazs/FEV11 Standalona devica/FEV 1 StandAlnne DICIER

5V11_StandAlone_DCIF5

evice/F5V11_StandAlone_DCIFS

dAlone_DCIFS

11 StandAlone_DC/F5

e. Select the data group and Click Add and Save.

2. Modify Class
a. Select task as Create Action

b. Select Modify Class in Actions.

c. Select the group and Provide Action name.

d. Search the data group name in Field Class.

The list of devices are listed in Retrieve From.

e. Add Attributes to be added in the datagroup.
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Integer Value Association 8
1 2
Integer Value | |
;
Available Values 6 Selected Values 7
11111:=1 32710:=
4 8

Total records: 1 Total records: 1

f. Add Key

g. Add Value

h. Click on the Add icon. The added pair is moved to Available Values.

i. In Selected Values, attributes available in the device are listed.

j- Using Add/Remove and AddAll/Remove All Arrows, attributes can be modified.
k. Selecting Runtime value allows to modify the attributes at the time of execution.
l. Select the devices on which the action has to be executed.

m. Click Add and Save.

Execution of Configured Actions

1. Click on the Play icon on the Group.

Dashboard L E *)

Class management :: Test Class

G2 O Gl >

Modify

View

View Log

RollBack
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2. Click on the Action name to be Executed.

View Action Execution

View Action will get the data group attributes from the device.Click on Fetch to get current values from the

device.

Dashboarc TestDashBoard :: Test_Class

Class sdet_f5v11_op_internal_addressclass/F5V11_Standalone_device/F5\ Device F5V11_Standalone_device ~

|

Referred in rules None Type Address Partition other Record count 1

1tolof1

Mask
255.255.255.255

Address Value
6.6.6.9

Modify Action Execution

1. Add/Modify the attributes and push it to Device Values.
2. Push the devices on which the action has to be executed.
3. Click Execute.

View Logs

For a particular group each Action Execution logs are maintained. Newly added attributes are easily
identified. Action status is also updated. For any failure in action, the failure logs are updated in status

message.
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View log

modvl?2 - integer_test/192.168.112.78/F5(192.168.112.78) : 04/03/2020 17:05:26

Executed by admin

modjhgk - integer_test/F5V13 StandAlone_Devsanity/F5V12_StandAlone_DCIF5(F5V13_StandAlone_Devsanity) : 04/02/2020 17:00:51
Executed by admin

modjhgk - integer_test/F5V13 StandAlone_Devsanity/F5V13_StandAlone_DCIF5(F5V13_StandAlone_Devsanity) : 04/02/2020 16:57:12
Executed by admin

mod - integer_test/192.168.112.180/F5(192.168.112.180) : 04/02/2020 15:55:17

Executed by admin 6to6of6

Current attributes RollBack attributes Associated devices Action
14:=568 192.168.112.180 Added

Status update

Device Modify status RollBack status Status message
192.168.112.180 [v] Success Successiully Updated

Rollback

The last action executed can be rolled back. Select the action and Click Rollback.

Roll back

+ modvi2 - integer_test/192.168.112.78/F5(192.168.112.78) : 04/03/2020 17:05:26
Executed by admin

+ modjhgk - integer test/F5V13 StandAlone Devsanity/F5V13 StandAlone DCIF5(F5V13 StandAlone Devsanity) : 04/03/2020 17:00:51
Executed by admin

+ modjhgk - integer_test’/F5V13_StandAlone_Devsanity/F5V13_StandAlone_DCIF5(F5V13_StandAlone_Devsanity) : 04/03/2020 16:57:12
Executed by admin

mod - integer_test/192.168.112.180/F5(192.168.112.180) : 04/03/2020 15:55:17

Executed by admin lto50f6

T=777 =777 192.168.112.180 Identical
8:=137 8:=137 192.168.112.180 Identical
3:=132 3:=132 192.168.112.180 Identical
2:=345 2:=345 192.168.112.180 Identical

Status update

Search..

Device Modify status RollBack status Status message
192.168.112.180 (] Success Successfully Updated

RollBack
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Dashboard Actions
« Sharing a Dashboard

* Delete a Dashboard

» Save a Widget

» Rename a Dashboard

« Align Widget

* Settings

Sharing a Dashboard

Based on your permissions, you may be able to share a dashboard.

To share a dashboard:

1.Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.
2. If you have more than one dashboard, in the dashboard table, click the name of the one you want to
share.

3. When the dashboard opens, click the s (Share) button in the Command bar at the top of the
screen. The Share screen appears.

4. Begin the assignment process by clicking the ﬂ (Read-Only) button. Each role you assign next will
have read-only permissions within the dashboard.

5. In the Roles field, click the = (Assign item) icon beside each role you want to share the dashboard
with on a read-only basis.

6. Click the m(Read-Write) button. Each role you assign next will have read/write permissions within
the dashboard.

7. In the Roles field, click the = (Assign item) icon beside each role you want to share the dashboard
with on a read/write basis.
8. Click the Share button to finish.
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Delete a Dashboard

To delete a dashboard:

1.Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.
2. If you have more than one dashboard, in the dashboard list, click the name of the one you want to

delete.

3. When the dashboard opens, click the & (Delete) button in the Command bar at the top of the
screen. A screen pops up, warning you that deleting a dashboard also deletes all widgets on the
dashboard.

4. Click Yes to continue.

Save a Widget

By default last created widgets will be displayed first in dashboards. This option can be used when the

user wants to organize the widgets in the customized order.

. Log in to the AppViewX application with valid credentials.

. Click the menu button.

. Select Menu > Dashboard.

. Go to any user defined dashboard.

. Users can change the order of the widgets by drag and drop.
. Click Save Widgets.

D 01~ W N P
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Rename a Dashboard

To rename a dashboard:

1.Goto = Menu > ADC+ > TRAFFIC MANAGEMENT > Dashboards.
2. If you have more than one dashboard, in the dashboard list, click the name of the one you want to

rename.

3. When the dashboard opens, click the = (Rename dashboard) button in the Command bar at the
top of the screen.

4. On the Rename dashboard screen that pops up, enter a new name for the dashboard.

5. Click Update to finish.

Align Widget

AppviewX gives an option to align the widgets if it gets misplaced.

1. Log in to the AppViewX application with valid credentials.
2. Click the menu button.
3. Select Menu > Dashboard.

Consider the widget in the dashboard is misplaced.



167

Configuring Dashboard

hbos: =+ EERE = &2 =& 0
Applicaton wew - cds Trafllc stadstics & g LA |
& [l Gy LIt
WPorsksd . MR Connee
=00,
2 W el Gl om0 10820 152F
. 400
200
200
100
.00
fi=a fi=t ik i) B54L:80 05:43:20 05:45:21
SrarLa AR MCEpRDalL L D0, 162,40, LELFS
4. To align dashboards in their place click Align.
=+ H @ == [=]e
BpEICEbn veew = ol s (D0 § Tralts: statistics = 5 =]
& DofackGou ~ LWVE
q L ] A Corre
5.0
O W RERAEpL0 Can 102 168 40, 16275 A
O W i 1S 2 180 - 400
RE
200
L0
0o =
04:20:57 42520 Q450100 05060 05:22:20 DEFEAT

Settings

1. Log in to the AppViewX application with valid credentials.
2. Click the menu button.

3. Select Menu > Dashboard.

4. Click on the Settings icon.

5. Users can change the setting by clicking the corresponding slider.




Configuring Dashboard

= + B E&E s <= 8 @

Traffic siatistics :: LY efresh o0 oac

WE Collapse group @

500 ®F woep aive ﬂ

4.0 Show anly acties chjects @ @

3,00 auin Refrash 1M u

2.00

1.00

0.0 - - - -

oE:4zl1e aB:42:30 084240 QB:42:50 0BE:43:00  OBzd3:0s

» Refresh on load - If this setting is enabled, each time the dashboard loads, it will trigger the refresh

call automatically to load the latest data.
« Collapse group - If this setting is enabled, all the groups inside the widgets on the dashboard will

display in collapsed format by default.

Application view :: cds 0 Min ago ¢ Q

® DefaultGroup W

» Keep alive - If this setting is enabled, the auto session expiry function will be disabled. Using this
user can monitor the objects without session timeout interruptions.

» Show only active - If this setting is enabled, the objects of an active device alone be displayed from
the configured objects. It is applicable only for Application view widget.

« Auto refresh - If this setting is enabled, dashboard refresh call will be triggered automatically in the

given interval. Users can configure the auto refresh interval.

Alert Management

« Before you begin
* Create an ADC Alert
* Create a Syslog Alert
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» Change alert settings

* Deleting alerts

Before you begin

To view / configure alerts, the users should have the ACF permissions.

Information Authorized functions

» ¥ All functions

v v General

» ¥ Accounts

ADC
AppViewX (i
Certificate (
Delete G
SSH G

Settings G

“ 8 8 A8 A A

Syslog

Create an ADC Alert

To create an ADC alert,

1. Go to Menu > ADC+ > ALERTS & LOGS > Alerts.

2. Click " | (Settings) icon on the top.
3. On the Settings screen that opens, click the ADC tab if it is not already open.
4. In the Alert name box, enter a name for the alert.

5. In the Alert message field, enter the message that users will receive for the alert.
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In the Trigger region, in the Alert category field, you can choose from Threshold Alert, Application

Alert, and Device Alert.

o ™
Note: Rather than adding objects manually, you can click the Add search string link and create

a search string that automatically assigns all existing objects that match the filter criteria to
the alert. The benefit of using a search string rather than selecting objects manually is that the
search string continues to work in the background, auto-assigning all new objects to the alert if

the objects match the search criteria you set up.
N /

. From the Alert severity dropdown list, select one of the following options:

» Critical - For issues that are causing disastrous results or impacts on functionality. These are top

priorities and must be resolved immediately.

- Fatal - For issues that can cause disastrous results or impacts on functionality. These are a major

priority and should be resolved soon.
» Major - For issues that are important and require a resolution, but that is not the highest priority.
* Minor - For issues that are of low priority and need a resolution.

* Notification - For issues that are not alerts or warnings, but which must eventually be addressed.

8. In the Vendor field, select from the vendor whose device or devices you want to set an alert for.

10.

170

. In the Object type field, select the vendor object that you want to set an alert for. The contents of this

field vary depending on the vendor you selected in the previous step.
In the Available field, click the * (Assign) icon beside each object/device you want to add to the alert.

The following Alert conditions are applicable only for the Threshold alert.

(g M
Note: To add another condition to the alert, click the (Add) button, then in the Logic field

select AND or OR to define the relationship between the first condition and the second. AND
relationships require both conditions to be met for an alert to be sent, OR relationships require
that only one condition be met for an alert to be sent. Only based on the above user-defined

conditions, threshold alerts will be raised in AppViewX.




Configuring Dashboard

« In the Alert interval field, select how often you want the system to check for breaches of the

threshold levels that you are about to define. Checks can be set to occur every 10, 20, 30, 40, 50, or
60 seconds.

« In the Cool off the period field, select how much time the system should wait before sending another
alert about a continuing threshold breach: 10, 20, or 30 minutes.

« In the Statistics field, define the conditions that will generate an alert by selecting values in the
Statistics, Operator, and Value fields.

11. To send an email alert, SMTP must be configured. Refer to the Configure SMTP for Email Alerting

topic for details on how to do this. When you have finished, complete the following steps to use email
as an alert method:

* Select the Email Configuration checkbox.

« In the Email Address field, enter email addresses to send the alert. Use commas to separate the
addresses.

« In the Subject field, leave the default text or enter the text that briefly describes the kind of alert the
user is receiving in their Inbox.

12. To use the Simple Network Management Protocol (SNMP) to send the alert, complete the following
steps:

« Enter the Destination IP for the alert.
« Select the Version of SNMP you want to use: V1 or V2.
- Enter the port of the alert that should be used for the alert.

 Enter the Community String for the alert. The string is similar to a user ID or password and allows
users to access the requested information on the device.

13. Click Add to save the alert to the AppViewX system.

~
( Note: For the Application and Device alert, when any user executes changes on the
configured application/device(s), AppViewX sends a notification based on the appropriate
actions associated with the alert (Email/SNMP). Only the changes that are executed via
AppViewX will be tracked and notified.
N /

Create a Syslog Alert

AppViewX subscribes to all device-level logs, where it acts as a syslog listener. The logs of any
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devices added in AppViewX can be viewed as syslog by navigating to Logging->Syslog. However,
devices tend to generate huge amounts of data, a Syslog alert is a convenient way to get notified about
a specific event that is of importance to you. It also allows for a closed loop remediation by associating
workflows.

To create a syslog alert,

1. Go to Menu > ADC+ > ALERTS & LOGS > Alerts.

. [al} . .
2. Click on e (Settings) icon, and then Syslog tab.
3. Provide an Alert Name and Message.

4. Mention the Severity, it could be one or multiple.

5. Configure the critical Device/Applications that need to be monitored.
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Erigger

Action

Adert name Alert deacription Alert perwericy Wioarkflow Imad SR Setaile

6. Add the Pattern/Regex that needs to be monitored on the Syslog received. Multiple strings can be
provided with comma-separated, which will be considered as Boolean AND operator.
7. Following are some of the alerts that can be configured,

» Sample syslog - <133>Sep 19 04:24:38 bigip-40-152 notice mcpd[6046]: 01070417:5:
AUDIT - user admin - transaction #84153993-4 - object 0 - create { virtual_server_profile

{ virtual_server_profile_vs _name \"/Common/testVs\" virtual_server_profile_profile_name
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\"/Commonl/tcp\" virtual_server_profile_profile_type 5 virtual_server_profile_profile_context 0 } }
[Status=Command OK]\n

« For instance, if the Syslog alert is configured for the object and the Regex pattern is given as “create”
Whenever an object is created and a Syslog is received for that object as above. An alert will be
raised for the same and notified to the user.

8. You can also pass certain metadata from the alert to the workflow. In the Metadata section, enter a key
and its associated value in the respective fields. This is the additional information that will be used by
the workflow that is going to be associated with.

9. Associate any out of the box or custom workflow that needs to be executed on the occurrence of a
configured Syslog event.

10. Configure multiple Alerts as needed and Add it to the Grid. The configured Alerts could be modified or
deleted anytime by selecting the Alert from the grid.

Change alert settings

Fields in alert settings may differ based on the alert type, but the process for modifying the alert settings is
identical. To modify the alert settings use the below steps:

1. Log in to the AppViewX application with valid credentials.
2. Select Menu > Alert.
3. Click on the Settings button.

al Carificas S5H ADE AppAh

T
Famles s prd b b e e

Eratistics colkecson for S obje....

4. To modify the alert settings of a particular alert type click on the corresponding tab. For example ADC
or Syslog.

5. Select an alert from the table and the modify button in the top right cornea will be enabled.

6. Click on the Modify button and make the required changes.
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Deleting alerts

Fields in alert settings may differ based on the alert type, but the process for deleting the alert settings is

identical. To delete the alert settings use the below steps:

1. Log in to the AppViewX application with valid credentials.

2. Select Menu > Alert.
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3. Click on the Settings button.
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4. To delete the alert settings of a particular alert type click on the corresponding tab. For example ADC

or Syslog.

5. Select an alert from the table and the delete button in the top right corner will be enabled.

6. Click Delete.

FE e

* Branstos

Arian

Suject

¥ kel nEme

AT

Cusien et

Emal zonf guradon

T Lol ki

{LISH STNTYH SRESTATRI A AT R

Rlari msasRgs
Al IRs

* Dperutor

Savrrily

& Cniles

Wandor

5

Ctiject byps
Wi

Lo v

= Walue

SHMM configuraton
* Pl |

* Neersion

* @nn

* Community sxing

N =N N

Alerl candition

EETEE TR TH

Alert crisgory
Thrsdiail Awil

* Logic

& 1weiofl

Emmsl LR ﬂue
A

e e




Chapter 9: System Settings

« Device Settings

» Object Settings

» Configuring F5 iHealth Report Settings
« Configuring Statistics Collection

Device Settings

The device settings can be configured in the following tabs:

» Device specification

 Syslog purge limit

* Script Execution

» Device Sync

 Configuring Device Specification
« Configuring Syslog Purge Limit
 Configuring Script Execution

« Configuring Device Sync

Configuring Device Specification

Save the changes of device specification configuration on the F5 device after config fetch. This enables
all the changes to be reflected on the F5 file.

To configure a device specification,

1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > Device > Device Specification
tab.

2. Click the toggle icon to enable Save Configuration to the device.

( Note: In this example, F5 device specification is shown.
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System Settings

ADC —_ Device specification Syslog purge limit Script Execution Device Sync
Device Save configuration to F5 @
device
iHealth report

Objects

Statistics

= =

N /
3. Click Save.
[ Note: To reset the changes, click Reset. j

Configuring Syslog Purge Limit
Syslog purge limit enables to limit of the number of Syslog persisted against a device. The oldest logs will
be automatically deleted on exceeding the limit.

To configure the Syslog purge limit,

1. Click = Menu >ADC+ > SETTINGS > Module Settings > ADC > Device > Syslog purge limit tab.
2. On the Syslog purge limit tab, specify the syslog limit per device. By default, the limit is set to 1000 and
can be extended till 5000.

ADC - Device specification Syslog purge limit Script Execution Device Sync

Device * Syslog limit per device 1000
iHealth report

Save
Objects
Statistics

Backup & Restore

Certificate




3. Click Save.

System Settings

[ Note: To reset the changes, click Reset.

Configuring Script Execution

Script Execution setting allows you to specify the time-out limit of script execution. If the script execution

exceeds the specified time, AppViewX will automatically terminate the script.

To configure script execution,

1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > Device > Script Execution tab.

2. On the Script Execution tab, specify the timeout limit.

ADC -

Device * 1 minute

Objects

Statistics

Backup & Restore

iHealth report

Device specification Syslog purge limit Script Execution Device Sync

3. Click Save.

[ Note: To reset the changes, click Reset.

Configuring Device Sync

The device Sync feature allows to customize the configuration sync operations.

To customize the configuration sync operations,
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System Settings

1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > Device > Device Sync tab.
2. On the Device Sync tab, specify the following:

» Config fetch - Allows to schedule the config fetch process at a specific time for selected days.
Ensures device changes are reflected in AppViewX.

* HA - Sync - Ensures the HA devices are synchronized in specified intervals.

Note: To set device sync, the AppViewX Group Sync flag must be enabled while adding a device to
run HA sync as per configured interval.

ADC — Device specification Syslog purge limit Script Execution Device Sync
Device Config Fetch 12:00 v AM v 7 selected ~
iHealth report
HA - Sync Selecttime ¥ AM v (i
Objects
Mote: The above settings are in the timezone

3. Click Save.

[ Note: To reset the changes, click Reset. ]

Object Settings

The object settings can be configured under the following tabs:

 Actions
» Naming Format

» Configuration drift
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System Settings

« Configuring Action Settings
« Configuring Object Naming Format

« Configuration Drift Storage Limit

Configuring Action Settings

On the Actions tab, you can customize the actions execution as needed

To customize the actions,

1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > Objects.
By default, the Actions tab appears.

2. Enable the Make Comments Mandatory toggle button to set the comments option mandatory while
executing an action from the Control Center or dashboard. This ensures end users are mandated to
mention the reason for their actions.

3. Enter comments in the Comments Placeholder, such as SNOW ID, Enter Application impacted, etc.
to impose a standard to be followed upon action execution.

4. Select Active, All Peer, or Specific Device radio buttons for Execute Action on Device. By default,
AppViewX actions are triggered on current Active devices. This can be modified as needed.

5. Ensure Peers are associated in AppViewX for seamless execution.

6. Click Save.

[ Note: To discard the changes, click Reset. j
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System Settings

Configuring Object Naming Format

On the Naming Format tab, you can customize the display name format of your objects that needs to be
followed throughout the application.

To customize the naming format,

1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > Objects.
2. Click the Naming Format tab.

ADC - Actions Naming format Configuration drift
Device Display name format
iHealth report
A10 AVl Akamal AmazonELB BiglQ Cisco Citrix F5 HAProxy Infoblox
Objects | —_—
NginxPlus
Statistics
Backup & Restore Partition Name | Record Type| | IP Address | | Server Name | | Parent Narne| ‘ Device Name
S | Datacenter ‘ ‘ Vendor Name | Object Type SyncGroup Name DNS Name
Certificate
General + | | T

Mame Record Type x  IP Address x  Server Name X ParentName x  Device Name x  Datacenter x
Vendor Name X

Fire I Preview: Name/Record Type/IP Address/Server Name/Parent Name/Device Name/Datacenter/Vendor Name
ewal

Note: Saved changes will be reflected after device config sync

=N =

ntegratior

3. On the Display Name Format page, choose the vendor to be modified and select the respective
Property, reorder the fields as needed.
4. Click Save.

[ Note: To discard the changes, click Reset. j

Configuration Drift Storage Limit

AppViewX identifies the object configuration changes (as part of config fetch, Syslog notification, etc.,)
and stores the drift to generate reports, governance, and rollbacks. You can customize the number of
days the drift must be persisted.

To customize the number of days for the configuration drift,




1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > Objects.
2. Click the Configuration Drift tab.

System Settings

ADC - Actions Naming format Configuration drift
Device Store configuration drift for 30 Days
iHealth report
Reset
Objects

3. Enter the store configuration drift value up till 90 days in the Store Configuration Drift for the field.

4. Click Save.

[ Note: To discard the changes, click Reset.

Configuring F5 iHealth Report Settings

Users can configure the F5 iHealth related setting on this page. iHealth is the feature in F5 used to
diagnose health of the F5 device. In AppViewX, we collect the gkview file from the F5 device, push to

the iHealth site and generate an iHealth report and that will be shown in the device inventory page under

the iHealth report column. On this page, users can configure the username and password to be used for

logging into iHealth site. In addition to that, users can also enable/disable whether proxy is to be used for

iHealth login and whether a case number is mandatory for iHealth report

To configure the iHealth report,
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System Settings

1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > iHealth Report.

ADC - iHealth report configuration

* iHealth username
* iHealth password

iHealth case number

iHealth Proxy

2. On the iHealth Report Configuration page, enter the iHealth username and password.

3. Enable the iHealth case number and iHealth Proxy toggle buttons to upload the generated gkview
file against the mentioned case number for future reference.

4. Click Save.

[ Note: To discard the changes, click Reset. j

Configuring Statistics Collection

In the statistics module, AppViewX collects the statistics of the LTM and GTM objects. It used to monitor
the Load and performance of LTM and GTM Objects and devices. Users configure types of objects that
need to collect statistics and time intervals at which statistics need to collect.

» Configures the statistics data collection to monitor the historic statistics with respect to the vendors and
object types.

» Statistics plugin has to be deployed in the node for collecting statistics data.

» AppViewX will collect the stats, aggregate them and provide out of the box reports in the form of
dashboards.

To configure statistics,
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System Settings

1. Click = Menu > ADC+ > SETTINGS > Module Settings > ADC > Statistics.

Statistics configuration

Time interval in minutes Do not collect

Vendors ObjectTypes

Statistics Am A0

c.
@..

Backup &

2. On the Statistics Configuration details page, choose the time from the Time Interval in Minutes
drop-down.

3. Select the vendor, and then choose the object types and devices from the list for which statistics must
be fetched.

4. For the device selection, click the DEVICES tab, and then,
« Select the Type of device selection as Device or Device Groups.

* When you select the Device radio button, you get the option to select the devices from the list either
by searching or using regex.

Note: If Regex is added for filtering the device, the statistics will be configured for the newly
added devices as well, which match the regex.

» When you select the Device Groups radio button, you get the option to select the device groups
from the list.

5. Select the default view for the Traffic statistics widget from the Default View dropdown. The possible
options for default view are:



System Settings

« Day (default)
* Live

» Week

» Month

* Quater

6. Click Save.
AppViewX collects the stats, aggregates them, and provides out-of-the-box reports in the form of

dashboards.

[ Note: To discard the changes, click Reset. j
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Chapter 10: Schedulers Used by ADC+

By deployment, the scheduler below will be activated for ADC specific functionality monitoring purposes.

On demand these schedulers can be modified with the help of a support team

Scheduler Name Description Frequency
AdcBackUpDeviceJob BackUpDeviceJob for Adc Every 30 Minutes
AdcDownloadConfigJob DownloadConfigJob for Adc Every day at 00:00:00 AM
AdcDeviceSyncJob Device sync Job for Adc Every 15 Minutes

AdcDNSReverselLookupJob

Dns reverse lookup Job for Adc

Every day 6AM & 6PM

SyslogPushJob Syslog Push for Subsystems Every 5 Minutes
SyslogCDUJob Syslog CDU Trigger Every 1 Minutes
StatAggregationJob Statistics Aggregation Job. Every 6 Hrs Start from
00:00:00 Hrs
PurgeRawsStatisticsJob Purge Raw Statistics Job Every day at 1 AM

PurgeAggregateStatisticsJob

Purge Aggregate Statistics Job

At 01:00:00am, on the 1st
day, every month starting in

January

UnusedObjectsReportAggregationJob

Unused Objects Report
Aggregation Job

Every day at 00:30:00 AM

ADCDashboardStatisticsCollect

Statistics collection for
Heatmap and traffic statistics
widget

Every 5 seconds

AdcConfigFetchValidatorJob

Validate ConfigJob for Adc in

given Interval

Every 15 Minutes

total traffic served

ADCConfigDriftPurgeJob Purge job for config drift logs Every day at 00:00:00 AM
ADCVipTrafficAggregator Aggregator job for calculating Every 1 hour

total traffic served
ADCVipTrafficAggregator Aggregator job for calculating Every day at 00:00:00 AM
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Scheduler Name

ADCApplicationTrafficHourAggregator

Description

Aggregator job for calculating
total traffic served by an

application

Schedulers Used by ADC+

Frequency

Every 1 hour

ADCApplicationTrafficDayAggregator

Aggregator job for calculating

total traffic served by an

Every day at 00:00:00 AM

application
AVRLogsProcessingJob Aggregator job for calculating Every 15 Minutes
top talkers to VIP
PurgeAvrLogsJob Purge job for top talkers to VIP | At 01:00:00am, on the 1st

day, every month starting in

January

AdcDeviceHASyncConfigurableJob

Device ha sync configurable
Job for Adc

Every day at 10:00:00 PM

AdcBackUpDeviceMonitorJob

Monitor BackUpDeviceJob
Scheduler for Adc

Every day at 11:45:00 PM

ADCStateStatusDriftPersist

Persist adc object state status
drift

Every day at 03:00:00 AM

ADCStateStatusDriftPurge

Purge adc object state status
drift

Every Sunday at 03:00:00 PM
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